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1 h+ 9w+ L 9 2

TheBKT EMS systeisi designed to monitor environmental parametersniigerature, humidity, etc.) in selecommunications @binet or small
rooms. Its purposés to warn users abougossible emergency situations and report any failures. Sihgle sgtem controllercansupport up to

4 analogue sensors, 4 sensovih potentiakfree contacts and two signalling devices. Witlpaxsionmodulesthere areup to 28 analogue
sensors68 sensorswith potentiakfree contactsup to 20 I-wire sensorgan be spported. To keep a satisfactory system performance, it is not
recommended to connect more than 40 sensors to the controller.

2 {.{¢9a [/ hat hb9b¢{
2.1 EC335 controller

CAN LAN 10/100

e

P A1 A2 A3 A4 )mw_]'

£
o Main Atary

DRY ouTPUT
CONTACTS(IN)  12V025A

(T

orsa
E
ACTERRE1 €2 uss . ENVIRONMENTAL CONTROLLER EC335 443241 B248

Hardware

Analogue inputs 4 inputs (RJ12 sockets) for compatible analogue sensoyscémbination of 4 sensors can be connecte
to the device. Some sensors can be connected in stacks. The type of a sensor is detected automal

Inputs for potentiaifree 4 inputs (emovable6-pin terminalstrip) for any sensorsiith potential-free contacts

contacts

Outputs 2x 12V/250mA voltage outputs (removablg® terminal strip)

CAN connector Connector (RJ12 socket) for up to 8 extension modules for additional analogue EE321 inputs and
additional EE322 inputs for potentiiee contacts

Other connectors 10/100Mbps (RJ45 socket) Ethernet port, USB 2.0 port {B1sucket)

Other Optional card of a GSM module.

Power supply QEGSNYIf mMuHxkm! L dA FRFLGSNE LI26SN O2yadzy L

Dimensions 206x80x33 (width x depth x height)

Operating conditias Temperature 0°C- 60°C Humidity: 0%- 90% R (no condensation

Storage conditions Temperature-25°C- 85°C, Humidity: 0%95% RH (no condensation)

Weight 12009

Index 122E003352

Software

Operating system Linux

Configuration Through a welinterface

Supported protocols HTTP, HTTPS, PING, DHCP, RADIUS, SYSLOG, FTP, SNTP, SMTR;,8YMP (v1,v2

Alarm notification E-mai, SNMP trapinternet SMS gatewaysMS (optionallwith GSM moderm

2.2 Analogue sensors

Any sensors from the table el can be connected to 4 analogue inputs{\) of the controller or inputs (AA8) in additional EE321 extension
modules (extension module with additional 8 analogue inputs). One controller can support up to 28 analogue sensors.tifdongeiuded
cable is needed, it is a UTP Cat5e cable suggested wit termiRake46P4C) plugs. Warning: some analogue sensors eg. ES363 regiriec 6
cable terminated with RJ12 (6P6C) cable

BKT EM&nvironmentaMonitoring System Manual 5
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Type Description

ES35@ Temperaure sensor
Measurement range:10°C- +100°C
Measurement uncertainty+1°C

-, Measurement resolution0,1°C
[ | . Power consumption: 60mwW
) Connectors: 1x RJ12 socket
Front Rear CableRJ146P4CRJI146P4C), included 2m, maximum allowed length of

aconnection cable: 100m

Dimensions: 60x18x18

ES35X Humidity sensor

Measurement range: 0%100% RH

Measurement uncertainty=5% RHor 10%- 95% RH

e Measurement resolution0,01% RH
" . Power consumption: 60mwW
' Connectors: 1x RJ12 socket
Front Rear Cable: RJ146P4CRJI146P4C) included 2m, maximum allowed length of

aconnection cable: 50m
Dimensions: 60x18x18
ES352%; 230V AC voltage sensor
Measurement range: 90VAQ50VAC
Power consumption: 60mwW

< Connectors: 1x USB socket

\ Cable: USB-RJ146P4C) included 1,8m, maximum allowed length of

aconnection cable: 100m
Dimensions: 63x66x30
ES353; Door sensor (reed relay + magnet)
Stack connection of up to 10 sensors

S $ 2 Power consumption: 60mw
\ ’ h = Connectrs: 2x RJ12 socket
: CablelRJ146P4CRJIL46PAC) included 2m, maximum allowed length of
Front Rear aconnection cable: 150m

Dimensions: 60x18x18
ES354 Vibration sensor
Stack connection of up to 10 sensors

-, Power consumpbn: 60mwW
l . Connectors: 2x RJ12 socket
' CablelRJ146P4CRJI146PAC) included 2m, maximum allowed length of
Front Rear aconnection cable: 150m

Dimensions: 60x18x18
ES35&; Optical smoke sensor
Stack connection of up to 10 sensors
. b Power consumption: @0mw
P = Connectors: 2x RJ12 socket

CableRJ146P4CRJI1L46PAC) included 2m, maximum allowed length of
aconnection cable: 150m
Dimensionsf 100x45
ES35% Passive infrared sensor
Movement detection range: 100° x 12m
Power consumption: 100mwW
Connectors: 2m long cable from the casing, terminated wiR246P4C)
plug, maximum allowed length of@nnection cable: 50m
Dimensions: 105x57x40
ES358; External temperature sensor
Measurement range:40°C- +100°C

A Measurement unceainty: +1°C

\\-:— Measurement resolution0,1°C

. Power consumption: 60mwW

Connectors: 15m long cable from the casing, terminated wiRI246P4C)
plug, maximum allowed length ofannection cable: 100m
Dimensionsf 7x30 + 15 m cable

BKT EM&nvironmentaMonitoring System Manual
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ES35%; Flbod sensor 122ES003590
Detection delay: 1s, Power consumption: 60mW, Dimensions: 60x18x18
S Connectors: 2m long cable from the casing, terminated wiR246P4C)
» plug, maximum allowed length ofa@nnection cable: 100m
! E WARNING: The sensor should be mounted in suwhy that the liquid
touches only to the metal contacts during flooding. Liquid entering the ser
housing will damage it.
ES36 Flood sensor for a water detection cable 122ES003600
r. - . Detection delay: 3s
= I <~ Power consumptio: 60mwW
. ﬁ Connectors: 1x RJ12 socket, 1x 2pin terminal block for ES361 wire
CableRJ146P4CRJI146PA4C) included 2m, maximum allowed length of
Front Rear aconnection cable: 100m
Dimensions: 60x18x18
ES36X; Sensor detecting water and other conductiicuids 122ES003610
P An ES360 sensor is required for connection
Connector: 1x 2pin termiridlock for connecting to ES360
i Dimensionsf 3

- Available lengths: 6m, 10m, 17m, 25m, 50m
ES362 4-20mA sensor 122ES003620
Any sensors with-20mA output can be connected to the controller. Galvan
insulation 1kV bveen the input and the output.
Measurement uncertainty2% (0,4mA)
r' N e Measurement resolution0,1mA
. ' ﬁ Power consumption: 100mw
L Input voltage: 5V
Front Rear Maximal input current: 24mA _ _
Connectors: 1RJ12 socket, 1x 2pin terminal block fo2@mMA sensor
CableRJ146P4CRJI1L46PAC) included 2m, maximum allowed length of
aconnection cable: 50m
Dimensions: 60x18x18
ES363 75V DC voltage sensor 122ES003630
Galvanic isulation 1kV between the input and the output.
Measurement range: OVDT5VDC
r' o = Measurement uncertainty+1% (0,75V)
' ﬁ Measurement resolution0,1V
" Power consumption: 100mwW
Front Rear Connectors: 1x RJ12 socket, 1x 2pin terminal block as DC voltage input

Cable: RJI12(6R)YRJ12(6P6C) included 2m, maximum allowed length of
aconnection cable: 50m
Dimensions: 60x18x18

2.3 1-wire digital sensors

The Xwire sensors can be connected to the controller only via an additional EE323 extension medirker(ibbdule). The twire is a serial bus

and allows connecting sensors in a daisy chain (from sensor to sensor). One controller can support wie Zerdsors. The length of the
1-wire bus should not exceed 100m. It is a UTP Cat5e suggestedwasealilis cable. fie 1-wire bus is not immune to external interference,
therefore it is not recommended for use in an environment with strong sources of interference.

Type Description Index
ES365 1-wire temperature sensor 122ES003650
o . Measurementrangep n Xbmnp c .
& ) ('"". Measurement uncertainty+0,5°C at Tm n X b yfi°€C atTo n X b mn n ¢
! Measurement resolution0,01°C

Possibility to connect up to 20 sensors in a daisy chain

Power consumption: 20mw

) ) Connectors: 2x RJ9 socket

NOTE: Sensor available until Cable: RJ9(4P4R)9(4P4C), included 2m, maximum allowed lengthrefré
December 200 bus: 100m

Dimensions: 60x18x18

Front Rear

BKT EM&nvironmentaMonitoring System Manual 7
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ES366 Outdoor Twire temperature sensor 122ES003660
Measurementrangep n Xbmnpc .
' Measurement uncertainty+t0,5°C at Tm n X byfi°€C atTo n Xbmn n
Measurementresolutiort 0,01°C
\N_l Power consumption: 20mw
—— .
Connectors: 1x RJ9 plug
Cable: included 15m of cable terminated with RJ9(4P4C) plug, maximum
allowed length of dwire bus: 100m
Dimensionsf 7x30 + 15m cable

2.4 CANdigital sensors

These sensors annected to the CAN interface of the EC335 4DC controller. The CAN interface is a serial bus and allows connecting devi
in a daisy chain (from device to device). A maximum of 8 devices can be connected to the controller via the CAN inelémgsh dhthe CAN
bus should not exceed 200m. It is a UTP Cat 5e suggested as a CAN bus cable.

Type Description Index

ES340 Integrated smoke, humiditytemperature sensors; CAN bus 122ES003400
Temperature measurement rangeO-by p ¢ .
Measurement uncertainty+0,5C
Measurement resolution0,1°C
Humidity measurement rang®%- 100% RH
. Measurement uncertainty+3% RHor 10-95% RH
. Measurement resolution1% RH
Possibility to connect up to 8 devices in a daisy chain (sensor has 2 CAN
Power consumption: 1000w
Connectors: 2x RJ12 socket of CAN bus
Cable: RJ12(6P4R)12(6P4C), included 2m, maximum allowed length of (
bus: 200m
Dimensionsf 100x45

2.5 Extension modules and accessories

Expansion modules increase the number of available ports fasas connected to one controller. The EE321 and EE322 modules must be
connected to the CAN interface of the EC335 4DC controller. The CAN interface is a serial bus and allows connectynghiaia @deis device

to device). A maximum of 8 devices d¢@nconnected to the controller via the CAN interface. The length of the CAN bus should not exceed 200m.
Itis a UTP Cat5e suggested as a CAN bus cable. The EE323 module is to be mounted inside the controller. This modulevpreviessfor

up to 201-wire sensors. The length of thewlire bus should not exceed 100m. It is a UTP Cat5e suggestedveiseahilis cable.

Type Description Index

EE32X Extension module with additional 8 analogue inputs. 122EE003210
The module isannected to a CAN controller connector. The controller suppc

dzLJ 42 o 990HmM RSOAOSad ¢KS Y2RdzZA S

Connectors: 2x RJ12 socket of CAN bus, 8xRJ12(6P6C) for analogue sens

power socket 12V@1A

Dimensions: 110x68x40

EE32%; Extension module with additional 32 inputs for potentiede contacts. 122EE003220
The module is connected to a CAN controller connector. The controller sup|

up to 32 inputs of potentiaF NBS O2y il Qiad mdé o6 NI

Connectors: 2x RJ12 &at of CAN bus, 32 terminal blocks for potenfiale

contacts

Dimensions: 215x40x40

BKT EME&nvironmentaMonitoring System Manual 8
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EE323% 1-wire extension module
The module is mounted inside the controller.
Connectors: 1x RJ9(4P4C) socket
Dimensions: 44x23x15
The module is supplied viita ribbon connection cable and set of screws
for mounting in the controller housing.
EE324 Modbus RTU module
The module is mounted inside the controller.
Connectors: 3pin terminal block
Dimension#14x23x13
The module is supplied with &kion connection cable and set of screws
for mounting in the controller housing.
} EA313 Relay 30VDC/5A
r e [ =T - Maximal contact voltage: 30VDC
"" Maximal contact load: 5A
Coil voltage: 12vVDC
Dimensions60x18x18
EA314¢ 1U 19" bracket for EC335 (index 122EC003352)

_/- Dimensions: 482x44x80

EA31% Light signal
Flashing frequency: 1Hz

Power supply 12V, 80mA
Connectors: 1x 2pin terminal block
Cable: 1.5m Rvire cable included

Dimensionsf 73x45
EA31&cM! mMpQQ EE3AA] SG F2NJ

ﬂ Dimensions: 482x44x80

EA317- GSM modem for EC3xx
Dimensions: 60x50x15

A modem for SMS communication operating in GSM 850/900/1800/1900 M
networks.

The modem is supplied with a set of screwsrhounting in the controller

housing.
EA318 125kHz card reader withdire interface.
p— Dimensions: 82x82x22
&; UNIQUE 125kHz card reader. The reader hawelinterface for
N communication with the controller. To connect to the controlligre EE323

module- 1-wire expansion module is required.

BKT EM&nvironmentaMonitoring System Manual
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3 {.{¢

9a {¢w; / ¢, w9

3.1 Number of sensors and wiring

In order to maintain optimal system performance, the number of sensors supported by the controller should bettrdited
NOTE:Use only the original cables supplied with the sensor or the UTP cat.5e cable when a longer cable is required.

Device connected to
the EC335 controller
All sensors

Analogue sensors

CAN device

1-wire devices

Sensors with
potentiat-free
contacts

Restrictions Type of connection cable Maximum cable length

Maximum 40 sensor of any

type
Up to 28 analogue sensors ol UTP kat5e witfiRJ146P4CYRJ146P4C) = A minimum of 50m. See the
any type connected directly t¢ connectors description of individual sensogs2

RJ14(6P4C) RJ14(6P4C)

the controller and via Analogue sensors

extension modules EE321.

NC
12v
Sensor detection
Signal output
GND
NC

1
2
3
4
5
6

For the ES363 sensor, usETP kat5e cable
with RJ12 (6P6CGIRJ12 (6P6C) connector:

RJ12(6P6C) R112(6P6C)

Up to 8 CAN devices (up to 3 UTP kat5e wittlRJ146P4CYRJI146P4C) @ The entire bus is up to 200m.
EE321 and up to 2x EE322 a connectors
Up '[O 8X E8340) RJ14(6P4C) R114(6P4C)

Maximum 1 extension-Wire = UTPcat5e with RJ9 (4P4RJ9 (4P4C) The entire bus is up to 100m, but
module EE323 and 20vlire connectors shorter may be required, depending

temperature sensors. ) RO on the level of electromagnetic
[ = = } interference in the installation
environment.

1 NC

2 1-wire

3 5v

4 GND
Up to 68 sensors with UTPCat % or other with 0.5mm wire 50m for each sensor.
potentialfree contacts diameter

connected directly to the
controller and via the EE322
extension moduledt should
be assumed that each sensot
with a potentialfree output
loads the controller as much
as 0.5 analogue sensor.

BKT EME&nvironmentaMonitoring System Manual 10
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3.2 Example 1. Extension modules EE321

Up to three EE321 modules (extension module with an additional 8 analogue inputs) can be connected to one controller.

EE321 CAN bus terminato
must be enabled

4x | 50m 8x | 50m 8x | 50m 8x | 50m

h 0 \’ e &
—— The CAN bus connection, the lengtithe entire bus ——  The connection of an analogue sensor, the length for
is up to 200m each sensor: minimum 50m

Sensor type Number of sensors as
aload for the controller

Analogue sensors connected directly to the controller 4

Analogue sensors conated via EE321 extension modules 24

Total 28

3.3 Example 2. Extension modules EE322

A maximum of two EE322 modules (extension module with an additional 32 inputs for pcefemtiaiontacts) can be connected to one
controller. It should be assumed that easbnsor with a potentiafree output loads the controller as much as 0.5 analogue sensors.

S~ CAN bus terminatc
must be enabled

_/ 32x| 50m
The CAN bus connection, the length of the entire bt The connection of sensors with potentfaée contacts.
is up to 200m Cablelength for each connectionp to 50m.
Sensor type Number of sensors as
aload for the controller
Sensors with potentidfiree contacts connected directly to the controller 2 (inreal 4)
Sensors with potentiairee contacts connected via EE322 extension modules 32 (in real 64)
Total 34

BKT EM&nvironmentaMonitoring System Manual 11
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3.4 Example 3. Extension modules EE323

A maximum of one EE323 modulewire expansion module) can be connected to one controller, which enables connection of up 4wigo 1
temperature sensors.

www.bkte.pl

T — s —— The connection of the-Wire
| | | —| I bus. The length of #entire
e e bus must not exceed 100m,

= - but may be shorter

depending on the level of
electromagnetic interference
in the the installation
environment.

. e ——  The connection of an

e R - analogue sensor, thg length
" for each sensor: minimum

50m et 4 50m

Sensor type Number of sesors as
aload for the controller
Analogue sensors connected directly to the controller 4
1-wire sensors connected via the EE323 extension module 20
Total 24

3.5 Example 4. CAN devices

Up to 8 CAN devices can be connected to one controller, but maximums3EE321, 2 units EE322 and 8 units ES340.

EE321 EE321 EE321

1 | ES340 | ' ES340 | l ES340 | ES340

\’-V \'-V \—-&/ \'-é’"

CAN bus terminator mus’

/ be enabled

—— The CAN bus connection, the length of the entire b —— The connection of an analogue sensor, the length for
is up to 200m each sensor: minimum 50m
Sensor type Number of sensors as
aload for the catroller
Analogue sensors connected via EE321 extension modules 24
ES340 CAN sensors (temperature, humidity, smoke) 12 (4x3)
Sensors with potentidfiree contacts connected via EE322 extension modules 16 (in real 32)
Total 52

(over suggested 40)

BKT EM&nvironmentaMonitoring System Manual 12



3.6 Exampe 5. IT cabinet monitoring

An example of an environmental conditions monitoring system in 6 IT cabinets: temperature at the bottom of the cabinét (E%pé%ature
at the top of the cabinet, humidity and presence of smoke (ES340). A flood detectiwor seas placed under the floor (ES360 + ES361).

www.bkte.pl

Cabinet 1 Cabinet 2 Cabinet 3

11 1T
=g ES340 = w ) ES340

>

. .
ES365 s ES365 - ES365 o

Housing door
.
Housing door

I

"\ Es36l

ES360

] ]
= Cabinet 4 Cabinet 5 Cabinet 6 B
= f 1 1 £
IS = =) ES340 == ES340 =g 5340 Ig
ES365 ES365 ES365 -
— The CAN bus connection, the length of the entire b —— The connection of the-Wire bus. The length of the
is up to 200m entire bus must not exceed 100m, but may be shorter
—— The connection of an analogue sensor, the length 1 depending on the level of ettromagnetic interference
each sensor: minimum 50m in the the installation environment.
Sensor type Number of sensors as
aload for the controller
Analogue sensors connected directly to thantroller 1
ES340 CAN sensors (temperature, humidity, smoke) 18 (6x3)
1-wire sensors connected via the EE323 extension module 6
Total 25

BKT EM&nvironmentaMonitoring System Manual 13
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4 Lb{¢![[!'"¢CLhb hC 59xL/ 9{
4.1 EC335 controller installation
4.1.1 Package contents

EC335 box contains

/’///% :;:;Z§\

¢ D

=7 —

NS *
=
EC335 combllerg  Power supply 230 RJ45RJ45 USB cablemini B Selfadhesive foot  3-pin terminal 6-pin terminal
1pc. AC, 12V DC 1A patchcordg 1pc.  USBplugg USBA G 4pcs blockg 1pc. blockg 1pc.
1pc. socketg 1pc

4.1.2 Controller dimensions

206 206

: .

<t
(]

80

413 1 MpQQ oNI}O1S8G Ayadlttlriarzy
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4.1.4 Device connectors

Antenna of optional GSM modem

www.bkte.pl

ﬁk ’
CAN LAN O GSM Al A2 A3 A4 ) SEkT ”WT
o
m L_J usB L_J L_J L_J L_J O Q
Restart
O O OO o
ACT ERR E1 E2 CAN
[
CAN connector for extension modules For the future use
USB port

LED ACT - power on indicator

LED ERROR - malfunction indicator
LED E1 - active output 1

LED E2 - active output 2

Figurel. Front view

Earthing point

Ethernet connector

Optional 1-wire module port

Power connector 12VDC

Analogue sensor sockets

LED GSM - indicator of optional GSM modem

LED CAN - indicator of CAN port

Outputs with voltage 12VDC 250mA

Inputs for voltage-free contacts

Switch for restoring default settings

Internal temperature sensor

Figure2. Rear view

BKT EME&nvironmentaMonitoring System Manual

|

Voltage-free contacts _~ 4 3) 2

@ SIM card
POWER  E—
L @ INPUTS OUTPUTS
= 1-Wire @ @ olo|o o|o|o‘ ’o|o|o‘
RECOVERY 413211 E2 L E1
A—AANA Y

Signaling device 12VDC max 250mA
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4.2 Installation of EA31¢ GSM modem
4.2.1 Packageantents

Module pcb bard Antennag 1pc. Antenna wireg  M3x5bolts¢ 2pcs.
G 1lpc. 1pc.

4.2.2 Assembly procedure

The method of assembling the module inside the controller is shown below.

EC33% controller

EA317; gsm modem

BKT EM&nvironmentaMonitoring System Manual 16
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Disconnect the power supply from the controller.
Loosen the screws that fix the housing cover and carefully remove the cover.

Connect the antenna cable to the modem pcb.

Place the modem boardn the controller's motherboard bgonnecting it totwo pin
connectors.
Insert the fastening screws.

Attach the other end of the antenna cable to the controller housing.
Then install the antenna.

Close the housing cover and tighten the mounting screws.

Place the standard size SIM card in the modtife contacts face down, the notch
inside the contrder. Push the card until it clicks.
To remove the card, push it again until it clicks.

17
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4.3 Installation ofEE323nodulec 1-wire extension
4.3.1 Package contents

Module pcb board; Connecting wire  M3x5bolts ¢ 2pcs
1pc. G 1pc.

4.3.2 Assembly procedure

The method 6assembling the module inside the controller is shown below.

EE323; 1-wire module

EC33%; controller

Disconnect the power supply from the controller.
Loosen the screws that fix the housing cover and carefully remove the cover.

Cut out the hole in the controller cover.

BKT EM&nvironmentaMonitoring System Manual
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Attach themodule to the cover by screwing it in with two screws.

Connect the cable between the module and the controller

Close the housing cover and tighten the mounting screws.

4.4 |nstallation of EE324 moduteModbus RTU extension
4.4.1 Package contents

Module pcb boardg 1pc..  Connecting wire  M3x5 boltsg 2pcs.
G 1pc.

BKT EM&nvironmentaMonitoring System Manual 19
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4.4.2 Assembly procedure

The method of assembling the module inside the controller is shown below. Only one EE323 or EE324 module can be thstalbexdroiler.

EE324; Modbus RTU module

EC33% Environmental controller

Disconnect the paer supply from the controller.
Loosen the screws that fix the housing cover and carefully remove the cover.

Cut out the hole in the controller cover.

Attach the module to the cover by screwing it in with two screws.

BKT EM&nvironmentaMonitoring System Manual 20
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If the module will be at therd of the Modbus bughen a jumper should be installed,
It will terminate this end of the bus with a 120 Ohm resistor. At the other end of th
Modbu bus, also install a 120 Ohm 0.25W resistor between A and B wires.

Connect the cable between the modwed the controller

Close the housing cover and tighten the mounting screws.

A 120 Ohm terminating resistor should
. installed at the end of the bus.

A twisted pair
cable should be
used as Modbus
RTU bus.

A120 Ohm terminating resistor mu
be installed at the beginning of the
EC335 controller with EE324 modul bus. To do this, make sure that the
EE324 module has a JUMPER fitte

1

it
[ L
GND B- A+ GND B- A+

120R

TR [
RS485 PORT =
o000 @ / @
eo0l9%s @
) —————|

Sensors with Modbus RTU interfac@aximum 16 devices.

Connecting devices with Modbus RTU interface

4.5 Installation of EE321 modutg8 analogue inputs extension

You can connect 3 EE321 devices that extend the number &f@reaports to the controller.

4.5.1 Package contents
The packaging of the EE321 module includes:

BKT EM&nvironmentaMonitoring System Manual 21



EE32Imoduleg Power supply ‘ CableRJ146P4C) Seltadhesive foot
1szt. 230VAC, 12VvDC1 RJ 146P4C)2m 4pcs.
¢lpc c1pc

45.2 EE32Mdimensions

www.bkte.pl

109 mm
o ~—— , 67.80
(=)

° ° f‘iﬁg .
( =Rl !
. @I Ll = S 1=
{ & | -

e __.______________‘.j:l_s__‘.__.

453 wm| largcReQinstallation

BKT EM&nvironmentaMonitoring System Manual
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45.4 Device connectors

o [C T o o
g g AClE] 3=,

Sensdr Extension Unit

@ ORONORO

8inputs for analogue sensors

Power connectofl2VDC/1A
SwitchesFR- firmware update and TRbusterminator (see in the tablel.5.5Connecting th&EE32])

CAN bus connectors

a > w0 N PR

Signal LEDOsee in tablet.5.5Connecting th&EE32)

4.5.5 Connecting th&eE32Imodule

EC335 controller

CAN bus

EE32X; extension module Al A EE32%; extension module Al A
(8 analoguénputs) AN (8 analoguenputs) /\

\V \V
V. A8 \ A8
vV A7 \V A7
V. A6 V A6
AS CAN bus AS

Up to 8 devices on the CAN b
but only 3 EE321

BKT EM&nvironmentaMonitoring System Manual 23
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N W n oo

CAN1 CAN2 FR CAN1 CAN2
1

1
TR

FRoff, TRoff

FRoff, TRon

4.6

www.bkte.pl

The devices should be connected in a cascade (from one devi
another). The CAN sket number is irrelevant, either CAN1 or
CAN2 can be used. The maximum CAN bus length is 200 m.

1. Connection of sensors to a device extending the
number of analogue inputs.

2. Connection of 12VDC/1A power supply.
3. Connection of a CAN bus to the EC335 controller

4. Cascade connection of the CAN bus (from one device
another).

For CAN bus connections, UTP cat5e cable terminated with
RJ146P4C) RJ146P4C) plugs.

The bus terminator in the last device (from thentmller) must

be enabled. The bus terminator in the other devices must be
disabled. The TR switch (activating the terminator) in ON and !
position is shown in the drawing on the left.

The FR switch is for servicing and must be in OFF position dur
normal operation.
The EE321 module has two LEDs that signal the states:

ERR is on, RUN flashékse EE321 module is not connected to tt
controller

ERR is on, RUN is ofie EE321 module is connected to the
EC335 controller but is not configured aeetly in the controller

ERR is off, RUN is etihe EE321 module is connected to the
EC335 controller and is correctly configured in the controller

Installation ofEE322noduleg extension of 32 inputs for voltagieee contacts

Up to wo EE322 devicedhdt extend the number of inputs for potentifilee contacts, can be connected to the controller.

4.6.1 Package contents

The packaging of the EE322 module includes:

EE322 module 1pc. Cable

RJ146P4C), 2m
G 1pc.

BKT EM&nvironmentaMonitoring System Manual

Selfadhesive foot  6-pin terminal
RJ146P4C) ¢ 4pcs. block; 1pc.

M3x8 boltsg 6pcs. ™ | MpPQQ
2pcs.
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4.6.2 EE322dimensions

. 215 (_| . 40 N
I 1 |l
& G 1
T 3 =
¥ B |, 7 5
L S | 1 =
12.5

]9”

4.6.4 Device connectors

) @

() 3313435136 37438391 40 4114243144 4514647148 49 15051 152 53 5455456 S7 | S8594 60 61 L6263} 64 )
— iC s X e —
L ;
L DRY CONTACTS.
N — i
...... A A oo e e e e e
X ™
( 1 120 1918317 16415144 13 12 111 1 7 4 1
( 3243130429 2832726425 24423224 21 2041918417 1641514413 124111049 847645 44324 )
— —
./ L}
CANT CAN2 | TR
v
m m
i
RiM/ERROR | TTTHL || T
) * 0
(S L

1. 1. Inputs for 32 sensors with potentiibe contacts

2. 2. Optional additional inputs

3. 3.LED indicating conogon error with the EC335 controller

4. 4. CAN bus inputs

5. 5. FR switchesfirmware update and TRbus terminator(see in the tablet.6.5Connecting th&eE322 module
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4.6.5 Connecting th&E322 module

EC335 Kontroler warunkéw
I NER2gAE] 268 OK

CAN s CAN bus Up to 8 devices othe CAN bus,
but only 2EE322
EE322Z; extension module EE322 extension module
(32 inputs for voltagdree contacts) (32 inputs for voltagdree contacts)

The devices should be connected in a cascade (from the E
controller to the next EE322 device, etc.). The CAN socket nut
does not matter, you can use any CAN1 or CAN2. The maxi
length of the CAN bus can be 200m.

1. Connection of the CAN bus to tB335 controller

2. Cascade connection of the CAN bus (from the device tc
the device)

EE322 devices do not require an additional power supibigy are
powered from the CAN bus.

=%~}

A way to connect voltag&ee contacts to the EE322 module.

T T T

For CAN busonnections, use UTP cat5e cable terminated \W#i 4
RJ14(6P4C) RI14(6P4C) (6P4C) RJ14lugs (6PAL

T

o s wN -
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CAN1 CAN2 TR CAN1
1

CAN2 TR
1

1 1
FR FR

TRon, FRoff TRoff, FRoff

CAN2 TR
1

1
FR

www.bkte.pl

The last (from the controller) device must have the bus terming
turned on. The other devices must have the terminatomien off.
The TR switch (activating the terminator) in the on and off positio
shown in the drawing on the left.

The FR switch is for service and must always be in the off pos
during normal operation.

The EE322 module has one LED indicatingtiies:

LED off the EE322 module is not connected to the controller

Lights up irred - the EE322 module is connected to the EC335
controller but is not configured correctly in the controller

Lights upgreen- the EE322 module is connected to the EC335
controller and is correctly configured in the controller

4.7 Installation ofES34&ensor¢ smoke, humidity, temperature

ES340 is a detector with three sensors integrated in one housing: optical smoke, temperature and humidity. The sensmtésldorthe

CAN bus connector on the EC335 controller.

CAN bus

and smoke detectors

ES34@; integrated humidity, temperature

EC335 controller

ES34G; integrated humidity, temperature

ES34G; integrated humidity, temperature
and smoke detectors

and smoke detectors

 ‘\ \ 9 ni«lvsn 'J

pJL__E1
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Up to 8 devices on the CAI
bus, e.g. 8 type ES340

The devices should be connected in a cascade (from the E
controller to the next ES340 sensor, etc.). The CAN socket nui
does not matter, you can use any CAN1 or CAN2. The maxi
length ofthe CAN bus can be 200m.

In the ES340 sensor, place the jumper in the appropriate positior
1 ¢ CAN bus terminator disabled

2 ¢ CAN bus terminator enabled. Only the last device on the CANM
bus should have a jumper in position 2.
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RJ14(6P4C) RJ14(6P4C)

Snsor bracke

Base of th
detector

Detectol

BKT EM&nvironmentaMonitoring System Manual

Jumper in position 2
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For CAN bus connectisnuse UTP cat5e cable terminated wikb14
(6P4C) RJ14lugs (6P4ALC

The detector should be mounted in a horizontal positiamith CAN
connectors facing up.

For mounting in the cabinet, you can use the attached bracke
which the detector baseshould be screwed, and then place tt
detector in it and lock it by a small rotation.

To avoid false alarms, the mounting location should be cha
accordingly:- away from ventilation openings, dusty places, smc
areas, etc.

It is possible to test theperation of the optical smoke sensor t
inserting, for example, an office paper clip into the hole shown in
picture. The detector should react by permanently lighting the LE
is an alarm condition of the detector and to turn it off, disconneét t
detector for a moment from the power supply or perform a reset '
the web interface of the controller.
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4.8 Installation ofanalogue sensors

Instalation

Connection

4.8.1 ES352230\AC voltage sensor

Installation

Connection

=

BKT EM&nvironmentaMonitoring System Manual
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The assembly of most analogue sensors is uncomplicated and co
in mounting the serar in the selected location. You can use the hi
in the sensor housing with a diameter of 5.5mm or an adhes
double-sided tape.

For mounting in IT cabinets, use a cage nuts and bolts with M4 o
size.

Analog sensors should be connectiedthe analogue inputs of the
controller or inputs of the EE321 extension module. Use the ci
supplied with the sensor or cable:

Supplied cable dJTP catbe witlRJ146P4C}YRJI146P4C)
connectors

R114(6P4C) RJ14(6P4C)
[ [ Y
sl = —||2
4|l = —||s
sl c= ||
P =] —||s
1Hc— s

For the ES363 sensor, umeplied cable oUTP cat5eable with RJ1Z

(6P6CYRJ12 (6P6C) connectors
RJ12(6P6C) RJ12(6P6C)

o w s wN e

The ES352 sensor should be placed
asocket, eg in a power strip.

USB To connect with the controller, use th
j supplied cable, which can lextended to a
maximum of 100m. The sensor should

connected to one of the analogue inputs «

the controller or the EE321 extensia
o ﬂ module.
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4.8.2 ES35X door sensor

Installation

The ES353 door sensor additionally has a metal bracket that al
the sensor to be mounted in a different plane from the magnet
necessary.

Connection

ES353 dogrisenson ES353; door sensor
EC335 controller " 3 - A

» . gl

~ A S Rear
/ﬁ 2 Front Rear //2: S Front e
Ly J i J
> o /././ S ‘ //« P For the next
S e ES353 sensors

Sensors ES353loor sensor, ES354vibration sensor, ES356 smoke detector can be connected in a cascade, that is, from the sens
the sensor. Up to 18ensors can be placed in one cascade. The entire cascade occupies only one analogue port in the controllel
controller is then unable to distinguish the sensors in the cascade and determine from which of them an alarm was generated.

4.8.3 ES35& smdke sensor

Installation

The detector should be mounted in a horizontal positianith RJ12

connectors facing up.

For mounting in the cabinet, you can use the attached bracke
t which the detector base should be screwed, and then place

detector n it and lock it by a small rotation.

To avoid false alarms, the mounting location should be chao

accordingly:- away from ventilation openings, dusty places, smc
t areas, etc.

Sensor brack

Base of th
detectot

CLOSE

Detectol (
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EC335 controller

ES356; smoke sensol ES35@ smoke sensor

ES35&; smoke senso

> \
/ / N\

G A

{ 1/ 4 P

| o[ “I“

N\ \ AN = For other ES356 detectors. Up to .
A A detectors ina cascade.

e e e e e e e e

The ES356 smoke detectors can be connected irseada, i.e. from the detector to the detector. Up to 10 detectors can be placed in
cascade. The entire cascade occupies only one analogue port in the controller, but the controller is then unable tosHigiegainsors ir
the cascade and determirfeom which of them an alarm was generated.

4.8.4 ES35% PIR sensor

Installation

Connection

It is possible to test the operation of the optical smoke sensor
inserting, for example, an office paper clip into the hole shown in
picture. The detector should react by permanently lighting the LE
is an alarm condition of the detector and to turn it off, disconnect t
detector for a moment from the power supply or perform a reset
the web interface of the controller. Reset via the web interfa
disconnects power from all analogue sensors, whitdy result in
additional alarms being generated during this time.

The detector should be mounted to the wall at a height of about
m using the attached adjustable handle.

Do not install the detector in the victyiof heat or cold sources, or i
direct sunlight, which may cause false alarms.

The ES357 detector has a cable permanently connected to
detector, which should be connected to the analogue input of 1
controller. This cable can be exided to a maximum of 50m.

BKT EM&nvironmentaMonitoring System Manual 31



4.8.5 ES35% point leak sensor

Installation

EC335 controller

Metal sensor
detectors

48.6 ES360 + ES36linear leaksensor

Installation

Clip fastening the
cord to the ground

&

N
&

-

Leaking

-,
.

-
-
.

www.bkte.pl

The ES359 sensor should be mounted in such a way that its r
detectors are shorted with liquid during a leak. If the surface is
conductive, the detectors can touch it (figure. Atherwise, the
sensor must be mounted in such a way that the detectors are slic
above the surface (figure B). The attached metal angle bracket ce
used for mounting.

The sensor can be damaged if it is completely immersed in the lic
Then it wil be necessary to replace it.

The sensor has a wire permanently connected to the detector, wi
should be connected to the analog input of the controller. This
cable can be extended to a maximum of 100m,

The ES361 water detection cable should be pla
on the monitored surface, eg under the technic
raised floor of the server room. The cable can
distributed evenly over the whole surface of tt
floor or only in sensitive partseg under air
conditioning modules.

Use nonmetallic fastening brackets to fasten th
cable. You can use the attached plastic hand
Together with the cable, 1 holder is provided f
every 2 m of cableThe conduit is even sensitiv
to condensed air whetthe air humidity is high
and the temperature is around the dew poin

-
-

Connection

EC335 controller

Front ! ‘ )
( ES36@; leak sensor for
water sendive cable

BKT EM&nvironmentaMonitoring System Manual

Rear

b ES36X; water
sensitive cable
|
A >
: — e

This situation can cause false flood alarms.

For the ES360 sensor (flood sensor for the we
sensitive cable), connect the ES361 wa
sensitive cable using the teinmal block provided.

’1
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4.8.7 ES3624-20mAcurrentsensor

Installation

Connection

DC power supply

‘ +

EC335 controller B

ES362; current sensor
» 4-20mA =
L " +

Optional
resistor

4.8.8 ES3630-75VDGroltagesensor

Installation

\

Connection

A 48v
EC335 controller =

ES363; DC voltage senso

13

4.9 |Installation of accessories
4.9.1 EA313 30V/5Arelay

Installation

BKT EME&nvironmentaMonitoring System Manual

Sensor with £0mA output

www.bkte.pl

The sensor can be installed using a hole in its housing with a dian
of 5.5mm or use a doublsided adhesive tape.

For mounting in IT cabinets, use a cage nuts and bolts withriVi45
size.

The ES362 sensor should be connected to one of the analogue i
of the controller using the supplied cable. A circuit in which 1
current from the 420 mA range will be monitored should k
connected to the sensor's caector terminal, paying attention to the
correct polarity. Use a Imfwire.

ES362 input voltage: 5V

ES362 maximum input current: 24mA

The sensor can be installed using a hole in its housing with a dian
of 5.5mm or use a doublsided adhesive tape.

For mounting in IT cabinets, use a cage nuts and bolts with M4 o
size.

The ES363 sensor should be connected to one of the analogue il
of the controller using the supplied wire ormiterminated with RJ12
(6P6CYRJ12 (6P6C) plugs with a maximum length of 50m.

A monitored voltage should be connected to the sensor's conne
terminal, observing the correct polarity. Use a 1fwire.

The installation of the relay is similar to the installation
analogue sensors in the same housing. You can use the
in the sensor housing with a diameter of 5.5mm or adhes
double-sided tape.

For mounting in IT cabinets, usecage nuts and bolts witt
M4 or M5 size.
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Connection

EC335 controller

OUTPUTS
12V 0.25A

www.bkte.pl

EA313%; 30VDC/5A relay

To an isolated
cortrolled circuit

The EA313 relay is used to isolate the EC335 controller output circuit from the circuit of the controlled device. To etaresnt the
controller and EA313, use a wire with a crgsstion of 1nm2. The cable should not be longer thA60m

GNLC

EC335 controller
12v

A

| )

EA313 relay
]

L
SI—I+
LW‘
supply
g 3
1

~a00~

Inductive
load

BKT EM&nvironmentaMonitoring System Manual

In the case of controlling an inductive load (e.g. an electromagr
lock of the door), a diode connected in parallel with the load shc
be used. It protects the contacts of the relay against oviage.
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4.9.2 EA315 light signal

Installation

www.bkte.pl

The dimensions of the device are shown in the figure on the left.

—
£ £
s s
L

@ 7260mm

The method of mounting the device is shown in the above drawings.
Connection

/

Mounting surface

EC335 controller

OUTPUTS
12V 0.25A

E2 ¥ E1

felsiel

12V 12V
GND

EA31X light signal

The light signal should be connected toeoof the controller voltage outputs. Use the attached wire or cable with a eesson of 1mr.

The maximum length of the connecting cable should not exceed 100m.

BKT EM&nvironmentaMonitoring System Manual
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4.10 An example of placing devices in the cabinet

The number and type of sensors in the cabishould be selected depending on the parameters to be monitored and the conditions in which
the devices in the cabinet operate. For example, if a rack is completely filled witipdwgdr appliances or there is no forced ventilation, two or
more temperatire sensors may be appropriate. In server racks, sensors installed at the front of the rack will measure the tempeitad¢uae of t
entering the rack, and sensors at the back will measure the air leaving the rack. The temperature measurement on thihéaaklomay be
corrupted if the temperature sensor is installed directly in front of the active device fan.

Proposed arrangement of temperature sensors in the cabinet

Number of temperature sensors Cabinet installation location
1 At the front, half theheight of the cabinet
2 At the front and back of the cabinet halfway up
4 Two at the front and two at the rear of the cabinet at 1/3 and 2/3 of its hei

The figure below shows a proposed arrangement of devices in the cabinet

/S~ "l
L = ‘ ES35@; temperature sensor at the top of the cabinet
Co 4
O O & / /
s £

EE32X; extension of 8 analogue inputs

4 / _ EE322, extension of 32riputs for voltagefree contacts

EC33% controller

- ES35X% humidity sensor

o~ / ES352; 230VAC voltage sensor

- ES35@ temperature sensor at thebottom of the cabinet
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5.1 Connection

1. Connect the analogue sensors to anyAMdLsocket.
Connect the RJ4RJ45 patchcord to the LAN socket andatteer end to the computer.
3. Connect the power adapter to the POWER socket.

n

5.2 Restoring default settings

In order to make sure thaall settings have default values, it is recommended to reset the default setting before the firstgtart

NOTE: All current settings will be deleted
1. Disconnect power supply.

RECOVERY 4
1
2. Make sure that the Normal/Recovery is in the NORIM@dition.
3. Connect the module power supply
4. Wait for ACT LED flashing.
5. Switch the Normal/Recovery button to the RECOVERY position and wait until tHeREEDR indicator starts to fla@pprox. 10
second).
6. When the ED ERROR indicator is stil] mrstorethe button to the NORMAL position and wait until the device restarts.
7. The default settings have been restored.

Default settings

IPaddress 192.168.0.193

Network mask 255.255.255.0

Network gate 192.168.0.1

DNSserver 192.168.0.1

DHCRlient Disablel

Passwords User: guest; passworgjuest

5.3 Initial configuration

Protokst intemetowy w wersji 4 (TCP/IPud) Properties X Configure the computer network card for operationtire same
General network as EC33%0r example, you carse settings ashown in the
You can get IP settings assigned automatically if your network supports flg ure.

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Cbtain an IP address automatically
(®) Use the following IP address:

Subnet mask: 255,255,255, 0

Obtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: l:l
Alternative DNS server: l:l

[1validate settings upon exit Advanced...

Conel
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e n [ 5w T vor = Runthe browser and entdittp://192.168.0.193in the address bar.
Enter the following in the login window:
user: guest
password: guest.

£ Use the displayed wizard for initial configuration.

&
Wizard Wizard
1 1 2
Language Time Network SHMP User Language Time Network SNMP user
Language Time
Interface language English r Current device date and time 2020-03-31 4-47-05 PM

Device timezone

Eastern European Time, Central Africa Time, Kaliningrad, Bulgaria, Greece, Cyprus, Finland

Automatically synchronize time do not synchronize

Cerce  prevous | nexis | cancel ]
Choose the interface language. Set the date and time.

Wizard Wizard
1 2 3 1 2 3 4
Language Time Network SHMP User Language Time Network SNMP User
Network SNMP
Hostname hostname version vijvac
Netwark type static M Community for read onlya read
1P address 10.10.10.17 Community for writing write

Network mask

Gateway

Primary DNS

Second DNS
HTTP port 80 N
If necessey, change the network settings. If necessary, change the SNMP protocol communication settin
Wizard
1 2 3 4 5
Language Time SNMP User

Add admin user
Login
Password

User "quest” is T
highest access r

safe and this account will be deleted, because anyone can use it. This step will create a new user with

s (all rights for view/write). Keep your new username and password secure.

I T

Create a new user. Cli€lnishand wait until the configuration is
saved.
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5.4 User Logging out

Er—

3 0@ 0 @ weil e @ | | Qe
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You can log out when you click on thegoutbutton fromhorizontal
3) menu.
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The configuration information provided is related to firmware versidh2b177. Devices with a different version of the firmware may have
auser interface that is slightly differefitom the one described here.

www.bkte.pl

6.1 Horizontal menu

Show and hide the vertical menu.

Run the initial configuration wizard.

Add a new element. This function is available only on certain screens selected from the vertical menu.
Refresh the view.

Additional settings. This function is availeble only on certain screens selected from the vertical menu.

wSasSi G(KS &avy21S a4Sya2NB® ¢KAA FdzyOlAz2y Aa | OFAtlof

Write the configuratiorto nonrvolatile memory of the module. Any configuration changes must be written te non
volatile memory, if they need to be kept after resetting the device.

(M)

Log out.

HENEOREEDN

6.2 Vertical menu

5 Overall stats General view of the system status.

E= System tree View of all system compon&s) incl. sensor values.

&= Dry outputs View of the relay outputs status (not available in EC335).
i Dryinputs View of the potentiafree contact status.

SMs

SMS messages

Text message settings

= Eventlog View of the system event history.

& Logicschemes Creating relations between the sensors and potential alarms.
@ Cameras Camera image preview.

Q Map View of sensotr parameters against the room layout.
& Users User management.

& Access control Access Control settings

[Z= CAN configuration Configuration of extension modules.

o Graphs Displaying sensor values on charts.

S et el e S Resetting the smoke sensors following an alarm.
T Systen settings.

<> System menu Firmware update and data export.
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6.3 Saving settings into newvolatile memory

6.4 General statistics

Aboul system State.

uuuuuuuuuuu

6.5 System tree (system componeints

@@ 0 &munom BRI no e =

All new setting must be saved into FLASH -volatile
memory. Otherwise they will only be valid until the ne
reboot.

...™  SelectOverall Statsrom the vertical menu to display basic data ¢
< i =i

the system status.

SelectSystem treefrom the vertical menu to display all syste

] components. On this page, you can add, remove and modify set

83 Omuabsians

® Onboard ’
| B e [ER—

Doy oot

| e -
e Bepcnntacts

& et ’
JRp— R
= i

f——

& tosermes
e 1715%
© ne C
™
[ye—
B Mot g e st
& -

&
P — e 7

| [

1} P
< Syemmens o -
Dry contact

Settings Charts All data

Name Wejscie 1 - klimatyzator

:

Type dry

User defined type no

Class discrete

Hardware port 1

Current state Normal

Current value 0

Behaviour normal
I

BKT EM&nvironmentaMonitoring System Manual

of individual compoants.

Each element of the system has an individudidit ID number. This
number can be used when configuring email or text messages.
first 3 digits indicate the type of element, and the remaining thr
the consecutive number of element of suclpéy

101xxx- input for potentiakree contacts

201xxx temperature sensor

202xxx- humidity sensor

203xxx- voltage sensor

etc.

The item ID number can be read after clicking on the item in
system tree.
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iy Group
E-Mail
SNMP Trap
SMS

Web SMS
SMS Gate

Dial Task
Timer
Trigger

Ping

SNMP Get
Modbus RTU
Math sensor
IP Cam

Dew point

6.5.1 Setting the sensor paramate

Temperature

Settings Charts, All data

Name

D
Type

Class

Current state
Current value
Low alarm level
Low warning level

High warning level

High alarm level

Onboard Temperature

201001
temperature

analog

45

50

-
-
-
-

v

T T
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horizontal menu.

y 8 oQd2iiviL?

To maintain proper performance of the device, it is recommenc
to use max 100 components in the system.

To maintain the settings after restarting the controller, write the
to nonvolatile memory.

Creating sensor group
Configuring email notification content

Configuration of SNMP Trap notifications

Configuration of SMS (text message) notifications

- sent by the WEB gateway

- sent by a modem installed in another device
Creating phone notification

Creating time anges for schedules

Creating triggers (flags)

Creating PING queries

Creating SNMP queries

Creating Modbus RTU object

Creating virtual mathematical sensor
Configuring the IP camera

Configure virtual dew point sensors

Analog sensors andire sensors are automatically recognized
the controller shortly after they are connected to the appropria
ports and then they are displayed in the system tree. In order for
sensors connected to the CAN bus to be visiblthe system tree,
the procedure6.14 CANconfiguration(extension modulenust be
carried out beforehand.

After clicking on the sensor symbol in the system tree a winddiv
pop up, where you can configure thasic parameters of the senso
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Field
Name

Low alarm level
Low warning level
High warning level

High alarm level

Hysteresisgype

Value

Low alarm
Low warning
Normal

High warning
High alarm

K z (k*x + b)

B z (k*x + b)

Humnidity

Settings Charts Al data

www.bkte.pl

Description
Name of the element in the system
Threshold for low value alarm
Threshold for low value warning
Threstold for high value warning
Threshold for high value alarm
Disabledg hysteresis and delay deactivated. The alarm will be generated immediately after exceedir
threshold value
Valuec hysteresis is on. The alarm wi# generated immediately after exceeding the value = thresholc
value * hysteresis value.
Timeg alarm delay is on. The alarm will be generated with a defined delay after exceeding the thres
value. The alarm will not be generated if the measured vallig fieelow the alarm threshold within the
specified delay.
The hysteresis value in the unit of a given sensor
Delay time in seconds before low state alasignalling
Delay time in seconds before the low state warnsignallirg
Delay time in seconds before the normal state signalling
Delay time in seconds before the high state warning signalling
Delay time in seconds before the high state alarm signalling
Thek value of the fundbn y = kx b that allows to recalculate the value read from the sensor before
comparing it with the threshold values
Theb value of the function y = kx + b that allows to recalculate the value read from the sensor before
comparing it withthe threshold values

After clicking on th&hartstab, the graphs of the measurement valu
from the last 100 seconds (reading every 1s), 100 minutes (re:
every 1 minute), 100 hours (reading every 1h) and 100 days (re

every 1 day) are availahl
It is possible to export this data to xml or csv files.

M

s10 \/v/—
s05

100AM 1130AM
Display chart for
Refresh data

Reset all charts.

Export data

1200PM

last 100 minutes v

Reset all

XML

o | o | o |

6.5.2 Adding a new group

To add a new element, sele

Add a new group

Settings Elements Modules Notifiers

Group name

Description of the group

BKT EME&nvironmentaMonitoring System Manual

System tree

B from the vertical menu, and then click “ in the horizontal menu.

By default, there is one group of devices in the system (system gr
Additional groups divide the system into parts. It is then possibl
assign individual elements (sensors) to the appropriate groups. Yc
give the user permission to manage a specific group. It is also po
to set individual email or text messagies individual groups.

In the Settingstab, enter the unique name of the created group.

servers

o | o |
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Add a new group

Settings  Elements

Onboard
Onboard Temperature
Onboard Voltage DC

Autodetect
Analog4
Analog Power

Dry Contacts
Dry-1
Dry2
Dry3
Dry4

Power 12V 0.25A
Power-1
Power-2

Twire

Iwire Power

Add a new group

Settings  Elements

Logics
Mails

SMSs

Traps

Pings

Timers

Triggers
SNMPGET sensors
Virtual sensors
Web messages
Modbus sensors
Dial tasks
Onboard
Autodetect

Dry Contacts
Power 12V 0.25A

Edit the group

Settings  Elements

v Lowalarm
v Lowwaming
W High waming
W High alarm

Modules Notifiers

Modules Notifiers

Modules Notifiers

v Normal
On
off

V| Not connected

]

]

L]

Autodetect
Analog2
Analog3

o [ o |

C o [ o]

my_mail

I T T

BKT EM&nvironmentaMonitoring System Manual
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In the Elementdab, select individual system elements (sensors)
will belong to the given group.

In the Modulestab it is possible to add to the group emimodules
present in the system tree.

In the Notificationstab, you can choose how to notify about any ale
conditions of any sensor in a given group.

You must configure -eail, sms or snmp trap notifications to ma
them visible in this window (see apter 6.5.3 Adding an emai
notificationand6.5.5Adding an SMS notificatipn

Using tickoxes, you can choose in which emergency situations
want to send a notification.

Low alarm Exceeding the low alarm threshold
Low warning Exceeding the low warning threshold
High warning Exceeding the high warning threshold

High alarm / Alarm Exceedig the high alarm threshold or
alarm €or sensors without alarm

thresholdg
Normal Normal state of element
On Elementon (eg.Power outpuj
Off Element off (eg. Power output)
Not connected Elementdisconnected from controller
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6.5.3 Adding an emaihotification

To add a new element, sele

Name

D
Type
Class

SMTP server
SMTP port
Enable TLS
Enable STARTTLS
Login

Password

Mail from address
Mail to address

Message subject

systemtree B2 from the vertical menu, and then click ¢ in the horizontal menu.

The system allows you to configure notifications that will be use
~ inform about alarm situations.
Each notification contains a configui@t of the email account anc
the content of the message.
e In order for the notification to be sent during an alarm, it should
p placed in a logic scheme diagram (see chaft@t ogicacheme} or
in a goup notification (seehapter6.5.2Adding a new group

my_mail

601001
mailer

notifier

alarmebkte.pl
rersrases
alarm@bkte.pl

user@bkte,pl

EMS notifications

v
I T I AT

Configuration of email notification

Field

Name
SMTPRserver
SMTHRoort
EnableTLS
EnableSTARTTL
Login
Password
Mail from address
Mail to address
Message subject
Message text

Description
The name of the notification. The system can hmamny different notifications. lis to facilitate their recognition.
The name or IP number of the SMTP mail server
Communication port of the mail server
Use an encrypted connection
Start with an unencrypted connection and negotiate gmtion
The username of the-mail account
The password of the user of theneail account
The Email address of user
Email addresses of recipients. Up to 10 addresses to be separated by semicolon ";"
Subject of email
The content of the email. The text of the message is limited to 1024 characters. The content may contain varia
that will be inserted dynamically when the notification is activated.
Dynamic variables:

%1 Defintion of logic scheme (see chapt®9Logicakcheme} or name of the group generating the
notification (seechapter6.5.2Adding a new group

%2 The satus of system elements that have been entered as a condition of the logic scheme or state ¢
element in the element group which generated notification.

%3 Date and time of the event

%4 The name of the logical scheme or name of the group generatiagaotification

%5{id} Sensor name with id or %8

%6{id} Sensor status with id or %8

%7{id} The value read from the sensor with id or %8

%8 The identifier of the sensor that generated the notification

\n New line character

Examples of the dynamiontent of an email notification message
Notification with information about the activated logic diagram, and the state of the system elements that were enteredcaaditions

of the logic scheme.
The content of the email notification configured

Logic activatedn
%A4An

System element status

%2

BKT EME&nvironmentaMonitoring System Manual

The corent of the sent email

Logic activated:

'Warning state'

System element status:

‘OnboardTemperatuge’ (id=201001) in state ‘normal’
'EC335 4DC' (id=100) in state 'warning'
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Notification with informaton on the status of selected sensors:

The content of the email notification configured The content of the sent emalil

Status of system sensors: Status of system sensors:

%5{201002} %7{201002} %6{201002)n ‘Temperature in cabinet 1"18,2°C'- 'normal’
%5{201003} %7{201003} %6{201003}n ‘Temperature in cabinet 2"17,1°C'- 'low warning'
%5{202001} %7{202001} %6{2@001}n "Humidity'- '42%'- 'normal’

By default, a notification similar to the following is proposed in the notification:

The content of the email notification configured The content of the sent email

Logic %4n Logic 'Warning state'

-\n -

DefinitionAn Definition:

%14n if

‘Onboard Temperature' (id=201001) it 'high warning'
or 'EC3354DC' (id=100) in state 'warning'
then
‘emaitservice' (id=601001) changes to state 'on' immediately, once

Current sensor statén Current sensor state:

%2An 'EC335 4DC' (id=100) in state ‘warning'
-An -

System time: %3 Czas systemowy2:18:04 2020/11/25

6.5.4 Adding arap notification

To add a new element, sele s ree = from the vertical menu, and then click €& in the horizontal menu.

SNMP Trap Trap is an alarm message used in the SNMP protocol. Such am

can be sent to the master monitoring system.

Name NMS trap

D

In order for the notifcation to be sent during an alarm, it should

Type snmp trap placed in a logic scheme diagram (see chaft@t ogicascheme} or

Class notifier

SNMP server 10.10.10.18

in a group notification (seehapter6.5.2Adding a new group

SNMP port 162

SNMP version 1 v

Community public

B N

Example Trap message

Source: 192.168.0.193

Timestamp: 191 hours 30 minutes 1 second

SNMP Version: 1

Enterprise: .iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification
Community: public

Specific: 20100

Generic: enterpriseSpecific

Variable Bindings:

Name:.1.3.6.1.4.1.47394.2.2.1.1
(.iso.org.dod.internet.private.enterprises.bkt.ctiNotifiers.ctINotifiersTrapsTable.ctINotifiersTrapsEntry.ctiNotifiersGo2pIaiL)
Value:[Integer] 602001

Name:.1.3.6.14.1.47394.1.5 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification)
Value:[OctetString] Trap (name: trap, ID: 602001) was worked. Time: 14:30:00 2019/05/06 Logic: &ape=gmufapos;, Element: &apos;Analog
3&apos;, in state: &pos;normal&apos;, value: &apos;21.40&apos;

Name:.1.3.6.1.4.1.47394.1.5.1 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification.macroLogicDefinition)
Value:[OctetString] group &apos;grup@mpé&apos; notification

Name:.1.3.6.14.1.47394.1.5.2 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification.macroStateOfSensors)
Value:[OctetString] &apos;Analeg&apos; (id=201002) in state &apos;normal&apos;

Name:.1.3.6.1.4.1.47394.1.5.3 (.iso.org.dod.internetvate.enterprises.bkt.ctlUnit.ctiUnitTrapNotification.macroDataAndTime)
Value:[OctetString] 14:30:00 2019/05/06

Name:.1.3.6.1.4.1.47394.1.5.4 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctilUnitTrapNotification.macroLogicName)
Value:[OctetStrng] grupatemp
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Name:.1.3.6.1.4.1.47394.1.5.5 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification.macroSensorName)
Value:[OctetString] Analog

Name:.1.3.6.1.4.1.47394.1.5.6 (.iso.org.dod.internet.private.enterprises.bkndtitflUnitTrapNotification.macroSensorState)
Value:[OctetString] normal

Name:.1.3.6.1.4.1.47394.1.5.7 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification.macroSensorValue)
Value:[OctetString] 21.40

Name:.1.3.6.1.4.1.47394.5.8 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification.macroLastModifiedSensorID)
Value:[Integer] 201002

Name:.1.3.6.1.4.1.47394.1.5.20 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification.trapID)
Value:[Integer] 602001

Name:.1.3.6.1.4.1.47394.1.5.21(.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification.trapName)
Value:[OctetString] trap

6.5.5 Adding an SMS notification

To add a new element, sele s e = from the vertical menuand then click oil# in the horizontal menu.

sMs If an optional GSM modem is installed in the controller, it is possik
send an SMS notification. After installing the modem, configure it,
chapter6.7 GSM modem settings

Name sms

D —
Type sms

Class notifier E - H H
N P r— | In order for the notification to be sent during an alarm, it should
placed in a logic scheme diagram (see chaft@t ogicakcheme} or

in a groy notification (seehapter6.5.2Adding a new group

Message text Logic %4, System time: %3

[ o ] ] ane ]

Configuration of SMS notification
Field Description
Name The name of the natification. The system can have many different notifications. Hasilitate their recognition.
Phone number Up to 10 numbers in one notification, which should be separated by semicolon ;"

The numbers should be in the format + 48XXXXXXXXX

Message text The content of the text message. The content may contain varidiégwill be inserted dynamically when the
notification is activated.
Dynamic variables:

%1 Definition of logic scheme (see chap&® Logicakcheme} or name of the group generating the
notification (se chapter6.5.2Adding a new group

%2 The status of system elements that have been entered as a condition of the logic scheme or staf
the element in the element group which generated notification.

%3 Date and time of the event

%4 The name of the logical scheme or name of the group generating the notification

%5{id} Sensor name with id or %8

%6{id} Sensor status with id or %8

%7{id} The value read from the sensor with id or %8

%8 The identifierof the sensor that generated the notification
\n New line character

Examples of the use of dynamic variables are similar to those used in email notificationbafex6.5.3Adding
an emailnotification.
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6.5.6 Adding an WEB SMS notification
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To add a new element, sele >stemtree = from the vertical menu, and then click Ji in the horizontal menu.

Web SMS SMS notifications can also be sent via an 8MBgateway. A GSN
- modemis not requiedthen.

Name
websms

D

Type web sms

Class notifier

Phone number +48123456789

Message text

Logic %4, System time: %3

Web Service settings
Login mojekonto
Password sssene

AP string http/dostwea.uslugi.websms.com

I T

Configuration of web sms notification

Field Description
Name The name of the natification. The system can have many different notifications. It is to facilitate their recognitio
Phone number Up to 10 numbers in one notification, which shobkl separated by semicolon ;"
The numbers should be in the format + 48XXXXXXXXX
Message text Seechapter6.5.5Adding an SMS notification
Login The username of the websms service
Password The user password of the websms service
APIstring  The service provider's url, which sends an SMS message, for example:
https://api.smsglobal.com/httpapi.php?action=sendsms&user=user&password=secret&to=12345678&text=Hell

The bllowing variables can be used in the url address:
$LOGINS User name from thé&.oginfield
$PASSWORD$ User's password from theasswordield
$PASSWORD_MD5 User password encrypted with the MD5 algorithm
$PASSWORD_SHA The user's password is encryptediwthe SHAL algorithm
$PHONESS The telephone number of the SMS recipient from Bteone numbeifield
SMESSAGE$ Message text from thélessage texfield
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6.5.7 Addingansms gate notification
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To add a new element, sele >stemtree = from the vertical menuand then click on in the horizontal menu.

Bramka SMS It is also possible to send SMS via a GSM module installed in al
e ~ controller (SMS Gate option).

smsgate

D

Type sms gate

Class notifier

Phone number +48123456789

Message text Logic %4, System time: %3

External device settings
Login SmsUser
Password  sesess

IP Address 10.10.10.19

I =T T

Configuration of sms gate notification

Field Description
Name The name of the notification. The systeanchave many different notifications. It is to facilitate their recognition.
Phone number Up to 10 numbers in one notification, which should be separated by semicolon ;"
The numbers should be in the format + 48XXXXXXXXX
Message text Seechapter6.5.5Adding an SMS notification
Login The name of the user who can log in to another EC335 device where a GSM modem is installed. Such user m
read and write permission®f the GSM modem andiail, SNMP and SMS notifications. Skapter6.12Users

Edit the user

Settings  Intesfae  Groups

EENETE EDE EEE
Password The password of this user
IP Address The IP address of the EC335 device with®@SM modem installed

6.5.8 Adding phone call

To add a new element, sele stemtee = from the vertical menu, and then click n in the horizontal menu.

Dial Task It is also possible to get the user's attention by making a call to |
It is only a ringing tone. The deviceoas not have a voice
Name CallAdmin
" B communicator, e.g. playing a voice message.
Type dial
Class notifier
Phone number +48123456789 u
I T
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6.5.9 AddingHTTP Request
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To add a new element, sele >stemtree = from the vertical menu, and then click &4 in the horizontal menu.

HTTP request

Name

D
Type
Class
Server answer

Login
Password
Recipient

Message

Request type
Server

Head

Fied
Name
Login
Password
Recipient

Messa@g

Request type
Server

Head

Data

http01
htp request

notifier

192.1680.100

The controller enables sending an HTTP Request (GET,

- DELETIRUT) to a defined servdt can be used to seralg. an alarm
value of defined sensor. Such feature can be used together v
Logical schemg$.9 Logicalschemek

time:%3\n value:%7{201001}

POST

$RECIPIENT$/form.php

[¢ Type: application. form-urlencoded example;

charset=utf-8

user=$LOGINS&pass=5PASSWORDS$&msg=5MESSAGES

~

[ o] e | one ]

Description

Hementname
User name to the http query can be entered a$LOGINS$

User password to the http query can be entered a$PASSWORDS$
Server address to the http query can be entered a$RECIPIENT$
Message contentto the http query can be entered a8SMESSAGE$
The message may contain the following characters:

%1
%2

%3
%4
%5{id}
%6{id}
%7{id}
%8

\n

Definition of logic scheme (see chap&® Logicakcheme} or name of the group gemating
the notification (seechapter6.5.2Adding a new group

The status of system elements that have been entered as a condition of the logic scheme
state of the element in the element group vehi generated notification.

Date and time of the event

The name of the logical scheme or name of the group generating the natification
Sensor name with id or %8

Sensor status with id or %8

The value read from the sensor withor %8

The identifier of the sensor that generated the notification

New line character

Type of HTTP request: GET, POST, DELETE, PUT

Server path¢ may contain definitionssLOGIN$, $PASSWORDS$, $RECIPIENTS$, SMESSAGES$
Header of HTTP requestnay contain definitionssLOGIN$, $PASSWORDS$, $RECIPIENTS$, $MESSA(
Body of HTTP requesmay contain definitionsSLOGINS, $PASSWORDS$, SRECIPIENTS$, $SMESSAGE
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6.5.10 Adding a timer

To add a new element, sele >stemtree = from the vertical menu, and then click n in the horizontal menu.

Timer

Name

[}
Type
Class
Current state

Period of operation

Schedule

Time dependencies can be added to the system. Timers (schedt
are used for this. The timer can be in an active (alarm) or nor
B state at defined times. The timer can be configured as-time or
timer periodical weekly or monthly.

devirt

‘ weekdayy ‘

In logical schemes, they can be used as conditions for the exec
of instructions.

schedule v

AM PM
121234567891011121 234567891011
Sun
Mon
Tue
Wed
Thu
Fri
Sat

[ o [ o

6.5.11 Addingatrigger

To add a new element, sele >stemtee = from the vertical menu, and then click n in the horizontal menu.

Trigger

Name

[}
Type
Class
Current state

Reversed

Trigger has similar function as the flag. It can be in two states: al
and normal state. It allows you to link two independent logic schet

alarm_flag

trigger

devirt

[ o [ e

6.5.12 Adding PING functions

To add a new element, sele st ree = from the vertical menu, and then click n in the horizontal men.

Ping

Name
D

Type

Class

Cunrent state
Current value

Server to ping
Ping period (sec)
Estimated round-trip (sec)

IP address
Packets sent

Packets received

The controller can control external devices by sending F

periodically. In logic diagrams (see chaped Logicalschemeyor in
o notifications for groups (see chapt6.5.2 Adding a new grouyp you
:‘"? can define egsending an alarm email when the external device si
. responding to PING.

10.10.10.10

60

[ o [
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6.5.13 Adding an SNMP Get

To add

a new element, st

System tree

B from the vertical menu, and then click €3 in the horizontal menu.

The controller can query the external device for its parameters using the SNMP v1 or v2 protocol. The values of thisrpdeaiaing from
the defined one can generate notificatis. There are two types of read variablesnalogue and discrete:

SettingsTab of SNMP Get (analogue value)

SNMP Get

Additional Charts Alldata

Name

D

Analogue value ¢ the read integer or String type numerical variable

- After being recalculated with the formula contained in tBepression
field, it is comparable to the four alarm thresholds and on this bas
the normal or alarm condition of the SNMP Get element is

UPS_load

- determined.
Type snmpget
User defined type power v
Units of measurement kw
Class analog
Current state
Current value
Minimum value 0
Maximum value 100.00
Value for 'Low alarm’ 0.1
Value for 'Low warning" 05
Value for "High warning’ 9
Value for 'High alarm’ 10
Hysteresis type disabled v
Expression ( f(x), for instance: 2*x+123) X
[ o |
Field Description
Name SNMP Get element name
User defined type Setsadequateiconfor this element.
Unit  Unit of read variable
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Minimum value
Maximum value
Value for low alarm
Value for low warning
Valwe for high warning
Value for high alarm
Hysteresis type

Value

Low alarm
Low warning
Normal

High warning
High alarm
Expression f(x)

Defines the range of changes of the read value.

Defines the range of changes of the read value.

Threshold for low value alarm

Threshold for low value warning

Threshold for high value warning

Threshold for high value alarm

Disabledg hysteresis and delay deactivated. The alarm will be generated immediately after exceeding
threshold value

Value¢ hygeresis is on. The alarm will be generated immediately after exceeding the value = threshc
value * hysteresis value.

Time¢ alarm delay is on. The alarm will be generated with a defined delay after exceeding the thresh
value. The alarm will not be gerated if the measured value falls below the alarm threshold within the

specified delay.

The hysteresis value in the unit of a given sensor

Delay time in seconds before low state alarm signalling

Delay time in seconds befthe low state warning signalling

Delay time in seconds before the normal state signalling

Delay time in seconds before the high state warning signalling

Delay time in seconds before the high state alarm signalling

Field available for the Analog variable type. The function enables the conversion of the read analogu
"X" before comparison with the alarm thresholds.

The expression can contain the following characters:
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operators: "+", ®", "*" "[", "%" (the remainder), "" (exponentiation);
functions: "abs()","sqrt()","exp()","In()","log()","sin()","cos()","tan()","asin()","acos()","atan()";
constants: "pi" (3.1415926...), "e" (2.7182818...)

SettingsTab of SNMP Get (disaeevalue)

SNMP Get

Addmor\al Charts All data

Name

D
Type
User defined type

Class
Current state
Current value
Value string

Behaviour

Normal value

Field

Name

User defined type
Behaviour

Normal value

Additional Tab

SNMP Get

Settings Additional Charts All data

Status

SNMP server
SNMP port

SNMP version
Community

Polling period (sec)

OID identifier

Field
SNMP Servel
SNMP Port
SNMP versior
Community
Polling period (sec.
OID identifier

UPS_alarm

snmpget

no v

discrete

normal ~

none

[ [ e

SNMP Get element name.
Setsadequateicon
Normal- normal stateof Get SNMP elemeiis whenthe readvalue ©ntains a string of characters, which
in the Normal valudield, otherwise the GET SNMP element is in the alarm state.

Reverse; alarm state of Get SNMP element is when the read value contains a string of characters, w
in the Normal valudfield, otherwise the GET SNMP element is in the normal state.

Field available for a discrete variable. In this field, enter the string that the read variable must contair
order for the SNMP Get element to be in the normal state.

161

2c ~

20 seconds ~

o | o |
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Discrete(binary)c this variable can exists only in two states: norma
alarm. The current state is defined usiNgrmal valudield entered on
Additionaltab.

The read Integer or String variable is compared to the string conte
in theNormal valudield. Then depending oBehavioufield the SNMF
Get element status is set.

Description

In Additional tab enter SNMP parameters described in the table be

Description

The IP address of the device being polled.

Communication port of the device being polled (usually 161).
Version 1 or 2c canebchosen.
SNMP password to read (reatlly community string).

The frequency of sending queries to the device being polled (in seconds).
¢KS ARSYGATASNI 27

iKS {bat @GFINARFIO6tS Ay GKS 7¥F:
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6.5.14 Adding Modbus RTU element

To add a new element, sele >stemtee = from the vertical menu, and then click n in the horizontal menu.

Modbus RTU The controller can query the external device about its parameters
the Modbus RTU protocol. An additional EE324 ubedis then
Settings Additional Charts All data .
required.
Name temperature
o _ In the Settings tab, perform a configuration similar to the ser
L"’““ , modbus configuration in chapte6.5.1Setting the sensor paramete
er deined type empersture =
Units of measurement C
Class analog
Current state Not connected
Current value oc
Minimum value 0
Maximum value 50
Low alarm level 10
Low warning level 15
High warning level 30
. N N - v
Hysteresis type value ~
Value 0.30

Expression ( f{x), for instance: 2*x+123) x

[ o]
Modbus RTU Configure the MoHus RTU protocol parameters in tAelditionaltab.
The meaning of each field is described in the table below.
Settings Additional Charts All data
Slave address. 1
Register index 0
Function code Read Input Register (0x04) ~
Data type 32 bits IEEE 754 floating point. e
Data ordering high byte first, high word first ~
Polling period 30 seconds ~
Modbus request
Modbus raw answer
Modbus value
[ o | e |
Field Description

Slave address Device address on the Modbus bus.

Register index Address of the register being polled

Function code Modbus finction code
0x01¢ reading a single bit of the output register
0x02¢ reading a single bit of the intput register
0x03¢ reading the output register
0x04¢ reading the intput register

Data type Type of the date being polled

16 bit unsigned int 2-byte ursigned integer datéalues from0to 65535)
16 bit signed int 2-byte signed integer data daf@alues fromb32768 b +32 767
32 bit unsigned int, 4-byte unsigned integer dat@values from0to 4294967295)
32 bit signed int, 4-byte signed integer data dat@alues fromb2147483648ad 2147483647)
32 bit IEEE 754 floating poig#d byte floating point data aceding to the IEEE 754 standard
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Data order The order of reading bytes from the register
low byte first, low word first, first least significant byte and least significant word
low byte first, high word first, first least significant byte and most sigoént word
high byte first, low word first, first most significant byte and least significant word
high byte first, high word first first most significant byte and most significant word
Polling period The frequency of sending queries to the device geginlled (in seconds).
Test The button enables checking the communication with the entered parameters.

6.5.15 Adding virtual mathematical element

To add a new element, sele ™ tee = from the vertical menu, and then click n in the horizontal menu.

Math sensor The controker enables monitoring of a virtual variable created from

conversion of the values of other variables monitored in the syster

e aEm O e this way, you can, for example, monitor the power consumed |

o device, with the following variables available: current semption
r it and voltage.

User defined type v

In the Settings tab, perform a configuration similar to the ser
configuration in chapte6.5.1Setting the sensor paramete

Class analog
Current state Mot com i
Current value

Minimum value o

Maximum value 50

Low alarm level 10

Low warning level 15

High warning level 30

Hysteresis type value v

Value 030

Math sensor In the Additionaltab, selectvariables that will be used as input de
and enter a mathematical operation with these variables.

Settings Additional Charts Alldata

Expression ( f{x), for instance: 2%x+123 ) AR

operators +

Polling period 30seconds v

Ju— [ |

Variable Corresponding sensor

A v Analog2 v

4 =t
E &

B v Analog3 v
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6.5.16 Adding a camera
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To add a new element, sele >stemtee = from the vertical menu, and then click “ in the horizontal menu.

IP Cam

Name

D
Type
Class

URL (IP address)
Username
Password
Recommended FPS

Preview

Field
Name
URL
Username
Password

Recommended FP

Cam1
ip-cam

devhwr

http/localhost:9098/axis-cqi/mjpg/video.cgi?camera=&resolution=

admin

1234

strumief!

i MIPEG v

Camera name.
The address for the video stream of the camera available via the http or https protocol.
Username, if necessary.
User password.

The frame rate refresh of the JPEG image or the direct MJPEG stream.

6.5.17 Adding a dew point

The camera’'s hatling function is treated as a gadget and is
recommended for larger installations because it can affect sys
performance. In very small installations this gadget may be desire

The controller automatically recognizes a UVC (USB Video
cameraconnected to a USB port that supports MPEG compressit
is recommended to use Logitech type C210, C270, C310, C510 cs

The controller also allows you to configure IP cameras transmi
JPEG images or an MJPEG stream. The controller can harntdiet
cameras.

The preview of the image from the cameras is available after sele

the “™= @ putton from the vertical menu.

Description

To add a new element, sele >stemtee = from the vertical menu, and then click 3 in the horizoral menu.

systree.analog.caption_dewpoint

Settings  Charts

Name

[}
Type
Class
Current state
Currentvalue

Temperature sensor

Humidity sensor

Low alarm level

Low warning level

High warning level

High alarm level

Alldata

dewpoint

analog

Analog-4

Hysteresis type

Value
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It is possible to add a virtual dew point sensor that calculates
condensing temperature based on temperature and humidity sen
selected connected to the system.
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Field

Name
Temperature sensol
Humidity sensor
Low alarm level
Low warning level
High warning level
High alarm level
Hysteresis type

Value

Low alarm
Low warning
Normal

High warning
High alarm

www.bkte.pl

Description
Element name.
Selectedemperature sensor.
Selected humidity sensor.
Threshold for low value alarm.
Threshold for low value warning.
Threshold for high value warning
Threshold for high vak alarm.
Disabledg hysteresis and delay deactivated. The alarm will be generated immediately after exceeding the
threshold value.
Valuec hysteresis is on. The alarm will be generated immediately after exceeding the value = threshelt va
hysteresis value.
Timeg alarm delay is on. The alarm will be generated with a defined delay after exceeding the threshold vi
The alarm will not be generated if the measured value falls below the alarm threshold within the specified
The hysteresis value iC
Delay time in seconds before low state alarm signalling
Delay time in seconds before the low state warning signalling
Delay time in seconds before the normal state signalling
Delay time in seconds before the high state warning signalling
Delay time in seconds before the high state alarm signalling

6.6 Dry contacts (imary inputs for potentiafree contacts)

@ 0 & rszremrzs

SelectDry contactdfrom the vertical menu to view the state ofrary

smmeE o=

_m:: inputs for potentiaifree contacts.

= o> F P BP o @ % i 8B & B

o

Dry inputs

Stan wejsc binamych

4 m:e

Dry Contacts

Ontateda aktaliacie 11:19:58 P { Nansgpna skusbizacia: 123028 PM Copyright: BT Fleltronik & 2020

6.7 GSM modem settings

i 88

= > F P B MP O E G BB OB

The modem allows sending text messages by the device and re
SMS commands sent from authorized phone numbers.

The configuration of the GSM/SMS modem can be done by sele
SMS Messagdsom the vertical menu. This button is visible only wt
the modem is installed in the controller and the correct SIM card
has been entered.

The modem configuration window is also available after ente
http://192.168.0.193/#!/smsaddress in the web browser.

There was a problem observed with SIM cards from some

|| providers thatwere protected witha PIN code. In this case, it
suggested to remove the PIN code from the SIM card before inse

it in the controller.

Ot e 13355 P g sk 32535 P Copyright: BT Fiekaronik 6 2020
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Field Description
PIN code The PIN code must be entered before inserting the SIM card.
Listof allowed phone numbers List of telephone numbers from which you can send commands to the controller. The list can conta
maximum of 1(hone numbers separated by a semicolon ";". The numbers should have format
FABXXXXXXXXX

www.bkte.pl

Availablecommands

Command Example Response

Sensor status reading

3 Sdenstl 5 Q get 201001 OnboardTemperature[201001]
3 SdensdinameQ get OnboardTemperature state=normal value=23.5
Switching on thé?ower1 output

4dSdensé. 5Q 2y set 304001 on The element was switched on
& SdensébhameQ 2 Y aSG Wm@ 25N

Switching off thePower1 output

4 SdensePIm 2 F F set 304001 off The element was switched off

& SdensdhameQ 2 F ¥ AS0 e @ 92 FF
Request current balance In the case of prepaid phones, you can enter the balance inquiry code here.
Clear SMS lis Clears the list of sent text messages

Send SMS The device also allows you to send any SMS to any eetigirectly
from the web interface.
The function is available after clickingon e Q 6 dzii ( 2 ¥

List of SMS messages @

Date and time To number Message State

To number +48123456789

Message This is a test message.

Currently there are no data to display

(o | |

6.8 Eventlog

After selecting the Event Log from the vertical menu, logs of all sy
Wocen ——  c\/ents are displayed. See also the chagtdr7.4Saving of events ar

« ¢ @ 0 & 1921881251, 2 Do &=

S Qe Measured values on a USB disk

Eventlog The export of events to the file is possible after selern

@ mnonswnmm

O 200050260004 AM

© mmosorssimsam
© xmos0zspsoam
® Caness © mmosorssnsoam

@ 2000090255055 AM

© ;;os0rssosTam

@ mmos0rssoszam

© 2009005505 Am

[ ——
© mmosorssoisan v 4

Stato change: Normal { Element / Dry 3
@ 2200902550480 " ”

St hange Mol ElmentDry2
@ smomossoman e T
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6.9 Logicakchemes

88 overnstis
By Systemiree

& Oryoutpans

i Dry inguts.

s SMS messages
= Bentiog

& Logicschemes
® Camerns

Q M

& eers

& Acess conrol
B+ CN conmgurstion

di Geaphs

1} Protorences.

< Systemmeny

A Reset smoke detectors.

& 1921681251100

Logic schemes

Enabiing logic schermes

Disabiing lagic schemes

Last update: 11:53:12 AM / Next update: 11:54:01 AM

Copyright: IKT Elekaronik © 2020
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Creating links between system elements (sensors, tsyputputs,
etc.) is possible &r selecting theLogic Schemesom the vertical
menu. To add a new logical dependence, click on the "+"obuitt
the horizontal menu. Thé& THENonditional sentencés used, as
well as the logical functions AND and ARe Timeout function
means a delay in the execution of instructions. The Repeat func
allows you to repeat the execution of an instruction after a defir
time if the logic diagram still remains active. This can be,
example for resending an emailith information about the alarm.

In order for the settings to be kept after restarting the controlle
they should be saved to nevplatile memory.

An example of the simplest logical scheme that sends an email notification and sms when an alarmrcoaoditis in the system.

Edit logic scheme x

Scheme name

SYSTEM_ALARM
Disable scheme no B
Actlon Element State Timeout Repeat Operator
IF SYSTEM alarm THEN ~
THEN IT-mail-global-state send mail none once AND ~
THEN IT-sms-global-state send SMS none once END o
S TS €T D
An example of a logic scheme that sends an email and sms notifications when a warning state occurs in the system.
Scheme name SYSTEM_WARNING
Disable scheme no E
Actlon Element State Timeout Repeat Operator
IF SYSTEM warning THEN ~
THEN IT-mail-global-state [v] send mail [¥] none once AND [v] ~
THEN IT-sms-global-state [v] send sMs [+] none once END [v] &
S ET ET T

An example of a logic scheme that sends an email and sms notification when the sensors are disconnectedcfvotrotes.

Edit logic scheme

|

Scheme name
Disable scheme

Element
Module: 'EE325-1097
Module: EE325-1106°
Module: 'EE325-1127"
Module: 'EE325-1135

IT-mail-global-state

IT-sms-global-state

SENSOR_DISCONNECTED

]
<]

State Timeout Repeat Operator

[¥] not connected [v] OR [v] |~
not connected OR E
[v] not connected [v] OR [v]
[¥] not connected [v] OR vl o
send mail none once AND “
send SMS none once END o
S T T ST
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If the system returns to normal, you must create the logical scheme below to notify the user.
Edit logic scheme X
Scheme name SYSTEM_NORMAL
Disable scheme no E
Action Element State Timeout Repeat Operator
IF SYSTEM [v] normal [v] AND [v] |~
IF SENSOR_DISCONNECTED [¥] nommal [+] THEN v~
THEN IT-mai ate [+] send mail [¥]none once AND [v] |~
THEN IT-sms-global-state S none e END ™
- T T T

In the above examples, as the text of the sms and email messages the status of all sensors was entered, as shown betbe/t&#e ats
chapter6.5.3Adding an emaihotification.
The content of the email notification configured

Server room status: %#d
CONTROLLER
%5{20100}%7{201001}°@66{2010021}n
%5{203001:P67{203001}\%66{203002)n

The content of the sent email

Server room status: 'SYSTEM_NORMAL'
CONTROLLER
'‘OnboardTemperature*'27.80'°G'normal’
'‘OnboardVoltage DG'12.00"-'normal’

SERVER ROOM
%5{107001:p46{107001)

CABINET GDP
%5{20100667{201006}°@66{201006)1
%5{201023P67{201023}°C66{201023)
%5{202009967{202009}%#66{202009)
%5{106009P66{106009)

CABINT Sth

SERVER ROOM

'Leak under raised flogthormal'

CABINET GP

'‘Cab_GPD__temp_d23.06'°Gnormal’
'Cab_GPD__temp_uf?24.50"°Cnormal’
'‘Cab _GPD__huri27.00'% 'normal’
'‘Cab _GPD__smokeormal'

CABINET SG

'Cab_SG__temp_di22.69'°Cnorma’
'‘Cab_SG__temp_u{?4.20"°GCnormal’
'‘Cab_SG__hum28.00'% 'normal’
'‘Cab_SG__smok&lormal'

%5{201016P67{201016}°C66{201016)
%5{20102:967{201021}°@66{201021)
9%5{202008P67{202008}9866{202008)n
%5{106008Y66{106008)1

6.10 Cameras

SelectCameradrom the vertical menu to view the image capture

from installed cameras. Sele8ystem tre¢o configure the cameras

Seechapte 6.5.16Adding a camera

@ 8

LI DN I I I A
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¢ = o F

Ostatnin sktulizacis 12ABAT PM/ Nastgps shtuaizacis: 124511 M Copyright: BT lektronik 02020
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6.11 Map
APy e - Shausm  Tnhe system provides a function of displaying the state of sensor
e Q1 2927t The Dulding [2yOLT Seledap ffom the vertical menu.
8 Mapa ClickSettingsin the horizontal menu to configure this page.
L = . . . . .
= =L o oD o = To maintain the settings after restarting the controller, write ther
: n < 3 :
a o s to non-volatile memory.
i D
' —m
e s f ﬂ
o I | : ||
o —
e e o
= _ B> B B & 8>
By oot et el K
4 o é SPER & L &
i
6.12 Users
N -- I SelectUsersfrom the vertical menu to manage system users,
[« [ © & 1921681251/ user -2 g Q FrnmDe &=
O ©/671® "W USers, remove users agmnt rights.
S o /tA01 GKS WbQ odzitizy Ay GKS
[ F o — !
i Dry inguts. :
—
& Logicschemes
@ Camerns
Q M |
& Users |
8 Aeoesscons wol
[+ CAN configuration
i Graphs.
A Reset smoke detectors.
1 Proterences
< e R ———— p—
Add a new user Enter the user name and password in the pgpwindow and
T grant it appropriate right.
User login user01
Password wesanee
Password (once more) sssanss
E-Mail userQ]@bkte.pl
Phone +48123456789
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6.13 Access control
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On the second tab give the user permission to read and/or write
individual pars of the system.

The last tab allows you to grant read and/or write permissions
individual groups of elements defined in chapéeb.2Adding a new

group.

To maintain the settings after restartirige controller, write them
to nonrvolatile memory.

The system enables the identification of authorized users throl
assigned RFID identifiers. A dedicated EA318 reader is requir:
service the identifiers. Selectingccess Contrdrom the vertical
menu allows you to manage RFID tags.

¢t2 FRR I yS6 ARSYGATASNE Of)
menu.

In the popup window, enter the user name (identifier name) ai
enter the number of the RFID identifier. It is also posdiblead the
identifier number after clicking on thReadbutton and applying the
identifier to the reader.

The meaning of the Reader item statuses is as follows:

Not connected there is no identifier within the reader range
Normal- a defined identifie has been applied to the reader
Alarm- an undefined identifier has been applied to the reader

This status can be used when configuring logic diagrams.
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