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1 hx9w+L9?

The BKT EMS system is designed to monitor environmental parameters (temperature, humidity, €elgdoramunications cabinet or small
rooms. Its purpose is to warn users about possible emergency situations and report any failures. The single sysian@msupport: up to

4 analogue sensors, 4 sensors with poterftiak contacts and two signalling devices. With expansion modules there are up to 28 analogue
sensors, 68 sensors with potentfabe contacts 10 sensors with CAN bus interfade keg a satisfactory system performance, it is not
recommended to connect more tha0 sensors to the controller.

2 {.{¢9a
2.1 EC33bcontroller

[ hat hb9b¢{

Anslog sensors

A1 A2 A3 Aa AN LAN 10/100

"ﬁ’ |"| |_!' l—l L(‘ J L J - o g 22 :

ENVIRONMENTAL CONTROLLER EC335i SR

Hardware
Analogue inputs 4 inputs (RJ12 sockets) for compatible analogue sensors. Any combination of 4 sensors can be co

to the device. Some sensors can be connected in stacks. The type of a sensor is detected automar

Inputs for potentiaifree
contacts

Outputs

CAN connector

Other connectors
Other
Powersupply

Dimensions
Operating conditions
Storage conditions
Weight

Part number
Software

Operating system
Configuration
Supported protocols
Alarm notification

4 inputs (removable in terminal strip) for any sensors with potentfaée contacts

2x 12V/250mA voltage outputs (removablei® terminal strip)

Connector (RJ12 socket) for uptd CAN devices,g.,extension modules foadditional analogue inputs
additional inputs for potentiafree contactsor CAN sensors

10/100Mbps (RJ45 socket) Ethernet port, USB 2.0 port {®1gocket)

Optional card of a GSM moduBDHC 512GBDXC 128Gt

External 120& m! LJ dz3 I Rl LJG SNE LPowes hatkdpIrohdadelifiadal bovgt K
source 12VDC/1A

19x90x33 (width x depth x height)

Temperature: 0°€60°C, Humidity: 0%90% RH (no condensation)

Temperature:25°C- 85°C, Humidity: 0%95% RH (no condensation)

7009

122EC0033%

Linux

Through a web interface

HTTP, HTTPENPING, DHCP, RADIUS, SYSLOG, FTP, SNTP, SMTP, SNMP MQPBt)&3Y CP
E-mail, SNMP trap, internet SMS gateway, SMS (optionally with GSM modem)

2.2  Analogue sensors

Any sensors from the table below can be connected to 4 analogue inpu84Aaf the controller or inputs (AA8) in additional ER21t
extension modules (extension module with additional 8 analogue inputs). One controller can support up to 28 analoguelfSlemgmmsthan
included cable is needed, itis a UTP Cat5e cable suggested wit terminated RJ14 (6P4C) plugs. Warning: senseasateqy.,ES363 require
6-wire cable terminated with RJ12 (6P6C) cable

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 5
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Type Description Part number

ES35@; Temperature sensor 122ES003500
Measurement range:10°G- +100°C
Measurement uncertainty+1°C

=== S Measurement resolution0,1°C
< = [ ] Power consumption: 60mw
Connectors: 1x RJ12 socket
Front Rear Cable: RJ14(6P4R)14(6P4C), included 2m, maximum allowed length of

aconnection cable: 100m

Dimensions: 60x18x18

ES35%, Humidity sensor 122ES003510
Measurement range: 0%100% RH

Measurement uncertainty+5% RH fot0%- 95% RH

S Measurement resolution0,01% RH
" . Power consumption: 60mwW
' Connectors: 1x RJ12 socket
Front Rear Cable: RJ14(6P4R)14(6P4C) included 2m, maximum allowed length of

aconnection cable: 50m
Dimensions: 60x18x18
ES352; 230V AC voltage sensor 122ES003520
Measurement range: 90VAQ50VAC
Power consumption: 60mwW
< Connectors: 1x USB socket
N Cable: USB-RJ14(6P4C) included 1,8m, maximum allowed length of
aconnection cable: 100m
Dimensions: 63x66x30
ES353; Door sensor (reed relay + magnet) 122ES003530
. . - Stack connection of up to 10 sensors
“— N =2 Power consumption: 60mwW
. \ ’ “ .= Connectors: 2x RJ12 socket
4 CableRJ14(6P4€RJ14(6P4C) included 2m, maximum allowed length of
Front Rear aconnection cable: 150m
Dimensions: 60x18x18
ES354, Vibration sensor 122ES003540
Stack connection of up to 10 sensors
-, Power consumption: 60mw
l - Connectors: 2x RJ12 socket
' Cable: RJ14(6P4R)14(6P4C) included 2m, maximum allowed length of
Front Rear aconnection cable: 150m
Dimensions: 60x18x18
ES35&; Optical smoke sensor 122ES003560
Stack connection of up to 10 sensors
+ \ Power consumption: 100mw
P o Connectors: 2x RJ12 socket
Cable: RJ14(6P4R)14(6P4C) included 2m, maximum allowed length of
aconnection cable: 150m
Dimensionsf 100x45
ES35% Passive infrared sensor 122ES003570
Movement detection range: 100° x 12m
Power consumption: 100mwW
Connectors: 2m long cable from the casing, terminated with a RJ14 (6P4(
plug, maximum allowed length ofcnnection cable: 50m
Dimensions112x71x48
ES358; External temperature sensor 122ES003580
Measurement range:40°C- +100°C
A Measurement uncertainty+1°C
\'_-E Measurement resolution0,1°C
——— Power consumption: 60mw
Connectors: 15m long cable from the casing, terminated with a RJ14 (6P«
plug, maximum allowed length ofcnnection cable: 100m
Dimensionsf 7x30 + 15 m cable

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 6
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ES35%; Flood sensor 122ES003590
) | Detection delay: 1s, Power consumption: 60mW, Dimensions: 60x18x18
: Connectors: 2m long cable from the casing, terminated with a RJ14 (6P4(
2 plug, maximum allowed length efconnection cable: 100m
i WARNING: The sensor should be mounted in such a way that the liquid
touches only to the metal contacts during flooding. Liquid entering the ser
housing will damage it.

ES36@; Flood sensor for a water detection cable 122ES003600
r. - . Detection delay: 15s
= i Ser., Power consumption: 60mw
[ ] ﬁ Connectors: 1x RJ12 socket, 1x 2pin terminal block for ES361 wire
Cable: RJ14(6P4R)14(6P4C) included 2m, maximum allowed length of
Front Rear aconnection cable: 100m
Dimensions: 60x18x18
o ES38 ¢ Sensor detecting water and other conductive liquids 122ES003680
\A",(,v””" """ = \ An ES360 sensor is required for connection 122ES00368
4 ), Available lengths3m (122ES0036809m (122ES0036G3, 122ES003682
s\(’”ﬂ,/ 10m (122ES003682), 15m (122ES003683), 25m (122ES003684) 122ES003683
122ES003684
ES362 4-20mA sensor 122ES003620

Any sensors with-20mA output can be connected to the controller. Galvar
insulation 1kV between the input and the output.
Measurement uncertainty2% (0,4mA)
r' i < Measurement resolution0,1mA
' ' ﬁ Power consumption: 100mwW
L Input voltage: 5V
Maximal input current: 24mA
Connectors: 1x RJ12 socket, 1x 2pin terminal block f20rdA sensor
Cable: RJ14(6P4R)14(6P4C) included 2maximum allowed length of
aconnection cable: 50m
Dimensions: 60x18x18
ES363 75V DC voltage sensor 122ES003630
Galvanic insulation 1kV between the input and the output.
Measurement range: OVD@5VDC
r' g = Measurement uncertainty+1% (0,75V)
. ﬁ Measurement resolution0,1V
1 Power consumption: 100mwW
Connectors: 1x RJ12 socket, 1x 2pin terminal block as DC voltage input
Cable: RJ12(6P6R)12(6P6C) included 2m, maximum allowed length of
aconnection cable: 50m
Dimensions: 60x18x18

Front Rear

2.3  CAN digital sensors

These sensors are connected to the CAN interface of the EG@88Boller. The CAN interface is a serial bus and allows connecting devices in a
daisy chain (from device to device). A maximuni@€levices can be connected to the controller via the CAN interface. The length of the CAN
bus should not exceed 200m. It is a UTP Cat 5e suggested as a CAN bus cable.

Type Description Part number

ES340 Integrated smoke, humidity, temperature sensors; CAN bus 122ES003400
Temperature measurement range0O-by p c .
Measurement uncertainty+0,5°C
Measurement resolution0,1°C
Humidity measurement rang@%- 100% RH
Vom Measurement uncertainty+=3% RH for :05% RH
Measurement resolution1% RH
Possibility to connect up tbOdevices in a daisy chain (sensor has 2 CAN
ports), Power consumption: 1000mwW
Connectors: 2x RJs&cket of CAN bus
Cable: RJ12(6P4R)12(6P4C), included 2m, maximum allowed length of (
bus: 200mDimensionsf 100x45

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 7
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ES34% Integrated pressure 3002100hPa, humidity 09%400% RH (£3% 122ES003410
uncertainty for RH 10%095% RH)Yemperature¢cn n @ ddby pc, &'
Possibility to connect up to 10 devices in a daisy chain. The sensor has 2
ports for daisy chain connection.

Measurement uncertainty+1,5°C

Measurement resolution0,1°C

Measurement uncertainty+3% RH

Measurement resolution1% RH

Measurement uncertainty+1,7hPa

Measurement resolutionlhPa

Connectors: 2x RJ12 socket of CAN bus

Cable: RJ12(6P4R)12(6P4C), included 2m, maximum allowed length of (
bus: 200m

Dimensions 78x66x27 mm.

2.4 Extension modules and accessories

Expansion modules increase the number of available ports for sensors connected to one controllel3ZtiealiE EE322 modules must be
connected to the CAN interface of the ECi3&Btroller. The CAN interface is a serial bus and allows connecting in a daisy chain (from device to
device). A maximum df0 devices can be connected to the controller via the CAN interface. The length of the CAN bus should not exceed 200r
Itis a UTP Cat5e suggested as a CAN bus cable.

Type Description Part number

EE321 ¢ Extension module with additional 8 analogue inputs. 122EE00321L
The module igonnected to a CAN controller connector. The controller suppc
Upto BEE32IRS PA OSad ¢KS Y2RdzA S KlFa yz
Connectors: 2x RJ12 socket of CAN bus, 8xRJ12 for analogue sensors, po'
Front Rear socket lZV@lA
Dimensions129x29x56
EE322; Extension module with additional 32 inputs for potenfi@e contacts. 122EE003220
The module is connected to a CAN controller connector. The controller sup|
up to 32 inputs of potentiagF N3 S O2y il OGad mdbé o NI
Connectors: 2x RJ12 socket of CAN bus, 32 terminal blocks for peterdial
Front contacts

— Dimensions; 215x40x40

3 EA313 Relay 30VDC/5A 122EA003130
r s [ — Maximal contact voltage: 30VDC
‘: Te——— W Maximal contact load: 5A
' Coil voltage: 12vDC
Dimensions60x18x18
EA314¢ 1U 19" bracket for EC3Bfpart numberl22EC00335 122EA00313

‘ Dimensions: 482x44x80

EA31% Light signal 122EA003150
Flashing frequency: 1Hz

Power supply 12V, 80mA

Connectors: 1x 2pin terminal block

Cable: 1.5n2-wire cable included

Dimensionsf 73x45

EA316¢cM! MDPQQ XEB2G] S T2 NJ 122EA00316
Dimensions: 482x44x80

EA3Di - LTEmodem forEC335i (part number 122EC003353) 122EA00393
The modem is mounted in a dedicated controller slot. The modas\SMA
connectors for antennas. 2 bayonet antennas are included.

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 8
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3.1 Number of sensors and wiring

In order to maintain optimal system performance, the number of sensors supported by the controller should be lirgiled to
NOTEUse only the original cables supplied with the sensor or the UTP cat.5e cable when a longer cable is required.

Device connected to Restrictions Type of connection cable Maximum cable length

the EC33Bcontroller

All sensors Maximum60 sensor ofiny
type

Analogue sensors Up to 28 analogue sensors of UTP kat5e with RJ14 (6P4RJ14 (6P4C) A minimum of 50m. See the
any type connected directly to connectors description of individual sensors

RJ14(6P4C) RI14(6P4C)

the controller and via extensior . 2.2 Analogue sensors

modules EB21t.

NC
12v
Sensor detection
Signal output
GND
NC

1
2
3
4
5
6

For the ES363 sensor, use UTP katbe ca
with RJ12 (6P6ERJI12 (6P6C) connectors

RI12(6P6C) RI12(6P6C)

CAN devices Up to10 CAN devices (up to 3x UTP kat5e with RJ14 (6P4RJ14 (6P4C) The entire bus is up to 200m.
EB21t and up to 2x EE322 an connectors
Up to 10)( ES34KES34J. RJ14(6P4C) RJ14(6P4C)

s
4
3
2

—
—
—
||+
—
—

oaoaon

Sensors with Up to 68 sensors with UTP Cat 5e or other with 0.5mm wire 50m for each sensor.
potentiatfree potentiaifree contacts diameter
contacts connected directly to the

controller and via the EE322
extension moduledt should be
assumed that each sensor witt
a potentialfree output loads
the controller as much as 0.5
analogue sensor.

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 9
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3.2 Example 1. Extension modules EE32

Up to three EB21t modules (extension module with an additional 8 analogue inputs) can be connected to one controller.

. r‘ ‘ CAN bus terminato

EE321tE EES21L .~ must be enabled

4x| 50m 8x | 50m 8x | 50m 8x | 50m

EC335i ’ ‘ EE321t

< Nt 4
—— The CAN bus connection, the length of the entire t —— The connection of an analogsensor, the length for
is up to 200m each sensor: minimum 50m

Sensor type Number of sensors as
aload for the controller

Analogue sensors connected directly to the controller 4

Analogue sensors connected VicBEER extension modules 24

Total 28

3.3 Example 2Extension modules EE322

A maximum of two EE322 modules (extension module with an additional 32 inputs for pofesgiatontacts) can be connected to one
controller. It should be assumed that each sensor with a potefré@ output loads thecontroller as much as 0.5 analogue sensors.

EC335i

S~ CAN bus terminatc
must be enabled

el

_/ 32x| 50m
The CAN bus connection, the length of the entire bi The connection of sensors with potentfabe contacts.
is up to 200m Cabldength for each connection up to 50m.
Sensor type Number of sensors as
aload for the controller
Sensors with potentidiree contacts connected directly to the controller 2 (in real 4)
Sensors with potentidiree contacts connected via EE32@ension modules 32 (in real 64)
Total 34

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 10
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3.4 Example. CAN devices

Up to10 CAN devices can be connected to one controller, but maximum 3 ud&LER units EE32@r 10 units ES340.

EE321t

AN CAN
‘ ‘ EE321t h EE321t

EC335i

CAN CAN AN CAN
( ES340 I ’ ES340 ‘ l ES340 | ’ ES340
‘ CAN bus
3 - . . terminator musi
pm Wy pm pu Wy |
\ v 3 vy N v S P be enabled
’ ES340 ’ ES340 ’ EE322 /

N g S
- The CAN busonnection, the length of the entire bus —— The connection of an analogue sensor, the length for
is up to 200m each sensor: minimum 50m
Sensor type Number of sensors as
aload for the controller
Analogue sensors connecteal EC335¢ontroller 4
Analogue sensors connected VicBEER extension modules 24
ES340 CAN sensors (temperature, humidity, smoke) 18 (6x3)
Sensors with potentidiree contacts connected via EE322 extension modules 16 (in real 32)
Total 62

(oversuggested 60)

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 11
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3.5 Examplél. IT cabinet monitoring

An example of an environmental conditions monitoring systerpid aisle containment built of €abinetstemperature (ES350) and humidity
(ES351) in the aisleemperature at the top of the cabinet, humidity and presence of smoke (ES340). A flood detection sensor was placed unde
the floor (ES360 + ES®6

Cabinet 1 Cabinet 2 Cabinet 3
A 1
=) E5340 ) ES340

Housing door
Housing door

ES350

>

Cabinet 4 Cabinet 5 Cabinet 6

ES351

Housing door
Housing door

| 1 I
= =) ES340 ) £5340 = = ES340
- The CAN bus connection, the length of #rgire bus The connection of an analogue sensor, the length for
is up to 200m each sensor: minimum 50m
Sensor type Number of sensors as
aload for the controller
Analogue sensors connected directly to the controller 3
ES340 CAN sensdtsmperature, humidity, smoke) 18 (6x3)
Total 21

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 12
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4 Lb{¢! [[!'"¢CLhD hC 59+xL/ 9/
41 EC33bcontroller installation

4.1.1 Package contents
EC335box contains:

N
AL/

EC33bcontroller  Powersupply ~ RJ4SRJ45  USB cablamini B Selfadhesive foot 2-pinterminal  3-pin terminal  6-pin terminal
¢lpc. 230V AC, 12V Dt patchcordg 1pc. USB plug, USB A q4pcs. blockg 1pc. blockg 1pc. blockg 1pc.
1A¢ 1pc. socketg 1pc.

4.1.2 Controller dimensions

89,40 190

1 —
[ =
C e 6 6 & ® 0 0 0
[oooooooq>o O 9
® 0O 0Oe @ @ O 0O O —_— o
® 0 00000 0 0 eese e o

413 wmM! mpQonstallatibnO] S i
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Device connectors

®
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Analog sel

Al A2

nsors

A3

A4

i;H—L-IE |EI¥ %Eh ﬁ-i:i [

ENVIRONMENTAL CONTROLLER EC335i

ALARM CAN

eeee b

ACT  ERR

Relays
Hee

E1 E2

®

@
:

GNSS

®

.

OUTPUTS
12V 0.25A]

E2 & E1

CONTACT INPUTS

BACKUP
POWER

DC 12V
DC 12V POWER

LTE Modem slot H
© 0 0

oo

Restart Reset Factory
settings reset

4 ¥ 3 2<% 1

-+

1. Analogue sensor inputs
2. CAN bus connector for extension units
3. RJ45 Ethernet connection
4. Local temperature sensor
5. Status LEDs

ACT device status LED
ALARM; programmable LED,
ERR; error LED,

CANc CAN bus status LED

4.2
42.1

Package contents

$1$

Module pcb board Antennag 2pcs.

G 1lpc.

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys

6. MiniB USB for pendrive @amera

7. SD card socket for measurements stora
8. Working mode switch: Normal mode, R

factory programming (do naise)
9. Voltage output status LEDs
10. Enclosure earthing (M4 thread)

11. Optional antenna cutout

12. Voltage outputs 12VDC 0.25A

13. Controller reboot button

Installation of EA31QiLTE modem

14. Restore factory settings button. Press
and hold for 5s

15. Unimplemented button (do not use)
16. EA319i LTE modem slot

17. Inputs forexternal voltageree contacts
18.Power backup from additional power
source 12VDC/1A

19. Main power supply 1DCAA

14
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4.2.2  Assembly procedure

The method of assembling the modem is shown below.

Cut the cover on the back of the controller using, for example, Gitters.

Carefully slide the modem pcb into the controller.

Install the bayonet antennas on the modem.

Place the microSIM card in the module with the contacts facing down and the cut
facing the inside of the controller. Push the card untiliitks.
To remove the card, push it in again until it clicks.

1. SMA socket for GSM antenna

2. LED, blinks when modem is powered
3. microSIM card slot

4. SMA socket for GSM antenna

PR

SIH card
Alul:llhry

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 15
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4.3 Installation of EE32Imodule¢ 8 analogue inputs extension

You can connect 3 EE32Ikvices that extend the number of analogue ports to the controller.

43.1 Package contents
The packaging of the EE32odule includes:

P

EE321 moduleq Power supply CableRJ14(6P4€’ Seltadhesive foor
1szt. 230VAC, 12vDC 1. RJ14(6P4C), 2n 4pcs.
G lpc. ¢ lpc.

4.3.2 EE32fdimensions

56mm

129 mm

oo} o Yo Y )

286mm
286mm

129mm
£
5
34 -
(e} mm M4 M_3/9 .
E|E g } g
RI& B
o] o e
5
107 mm -
11 mm 11 mm

433 M! MpPpQQ OoNIFO1SlO AyadarfttlriAazy

Removable blank plate

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 16
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434 Device connectors

i|—]—|nmm. o] )

DC12v
POWER

A8
Analog sensors Sensor Extension Unit

Signal LEDs (see in tadl@.5Connecting th&eE321t module
8 inputs for analogue sensors
Switches: FRfirmware update and TRbus terminator (see in the tablke 3.5Connecting thd&EE321t module

CAN bus connectors

S A

Power connector 12VDC/1A

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys



4.3.5  Connecting thé&eE321t module

EE321¢ extension modul
(8 analoguenputs;

www.bkte.pl

EC335- controller

e

EE321.¢ extension modul
(8 analoguenputs)

et at et e

A A A A

RI14(6P4C)

T

CAN bus

P AT

A _A_A_A

RJ14(6P4C)

0o0o0p

—— 7
o v s wN =

Up to10devices on the CAN
bus, but only 3 EE321

The devices should be connected in a cascade (from one devi
another). The CAN socket number is irrelevant, either CAN1 o
CAN2 can be used. The maximum CAN bus length is 200 m.

1. Connection of sensors todevice extending the
number of analogue inputs.

2. Connection of 12VDC/1A power supply.
3. Connection of a CAN bus to the EGZ8ftroller.

4. Cascade connection of the CAN bus (from one devict
another).

For CAN bus connections, UTP cat5e cable terminated with
RJ14(6P4CRJ14(6P4C) plugs.

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 18
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The bus terminator in the last device (from the controller) must
be enabled. The bus terminator in the other devices must be
disabled. The TR switch (activating the terminator) in ON and |
position is shown in the drawing on the left.

TRon TRoff
The EE32Imodule has two LEDs that signal the states:

RUN(green)flashes- the EE32ttmodule is not connected to the
controller

RUN(green)is on- the EE32tlmodule is connected to the EC33!
controller and is correctly configured in the controller

ERRred)is on-the EE32ttmodule is connected to the EC335
controller but is not configured correctly in the controller

4.4  Installation of EE322 modulextension of 32 inputs for voltadeee contacts

Up to two EE322 devices, that extend the number of inputs for potefrial contacts, can be connected to the controller.

4.4.1 Package contents
The packaging of the EE322 module includes:

=
o NG
) e ) =T
— e & p!
h—

5%

EE322 module 1pc. Cable Selfadhesive foot  6-pin terminal M3x8 boltsg 6pcs. ™ | MGpQQ
RJ14(6P4€) ¢ 4pcs. blockg 1pc. 2pcs.
RJ14(6P4C), 2r
¢1pc.

4472 EE322 dimensions

B 215 40

44
20

12.5

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 19
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444 Deviceconnectors
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D 3313435436 37 438390 40 41142434 44 45 L 4647148 49 L SOS1 | 52 S3 45455456 S7 58594 60 61,6263} 64 CJ |
. ¢ ’ . <
N e S e .
(D 3243130029 2832726425 2442322420 2041918417 1631504413 924111049 847645 443241 C}
® @6
' [
L L
o Cl CI ;;W
J’_\I o L3} {1l —
A b )
1. 1. Inputs for 32 sensors with potentifike contacts
2. 2. Optional additional inputs
3. 3.LED indicating connection error with the EGZ8®itroller
4. 4. CAN bus inputs
5. 5. FR switchesfirmware update and TRbus terminator (see in the tabk.4.5Connecting th&eEE322 module
BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys
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ELEKJROIMIK

445  Connecting thé&eE322 module

EC335- Kontroler warunkéw
I NBR26AE&] 208 0K

CANlbus CAN bus Up to10devices orthe CAN bu
but only 2EE322
EE322; extensionmodule EE?»_ZZ extension module
(32 inputs for voltagdree contacts) (32 inputs for voltagdree contacts)

The devices should be connected in a cascade (from the E(
controller to the next EE322 device, etc.). The CAN socket nui
does not matter, you can use any CAN1 or CAN2. The maxi
length of the CAN bus can be 200m.

1. Connection of the CAN bus to the EG33troller

2. Cascade connection of the CAN bus (from the device tc
the device)

EE322 devices do not require an additional power supiblgy are
powered from the CAN bus.

A way to connect voltagfree contacts to the EE322 module.

For CAN bus connections, use UTP cat5e cable terminated with
RI14(6P4C) RJ14(6P4C) (6P4C} RJ14 plugs (6PXC

D0000L

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 21



CAN1 CAN2 TR CAN1 CAN2 TR
1 1

1 1
FR FR

TRon, FRoff Fexf, FRoff

CAN2 TR
1

1
FR

www.bkte.pl

The last (from the controller) device must have the bus termine
turned on. The other devices must have the terminator turned «
The TR switch (activating the terminator) in the on and off positic
shown in the drawing on the left.

The FR switch is for service and must always be in the off pos
during normal operation.

The EE322 module has one LED indicating the status:

LED off the EE322 module is nobnnected to the controller

Lights up imed - the EE322 module is connected to the EG335
controller but is not configured correctly in the controller

Lights upgreen-the EE322 module is connected to the EG335
controller and is correctly configured in the controller

4.5 Installation of ES340 senspsmoke, humidity, temperature

ES340 is a detector with three sensors integrated in one housing: optical smoke, temperature and humidity. The sensmtésl dorthe

CAN bus connector on the ECB&antroller.

CAN bus

and smoke detectors

ES34@ integrated humidity, temperature

EC335- controller

ES34Q integrated humidity, temperature ES34@ integrated humidity, temperature
and smoke detectors and smoke detectors

Up to10devices on the CA
bus, e.g10type ES340

The devices should be connected in a cascade (from the E(

controller to the next ES340 sensor, etc.). The CAN socket nu
does not matter, you can use any CAN1 or CAN2. The maxi
length of the CAN bus can be 200m.

In the ES340 sensor, place the jumper in the appropriate positior

1 ¢ CAN bus terminator disabled

2 ¢ CAN bus terminator enabled. Only the last device on the CAMN

bus should have a jumper in position 2.

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 22
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o W F . BT e Jumper in position 2

For CAN bus connections, use UTP cat5e cable terminated with
R114(6P4C) RJ14(6P4C) (6P4C} RJ14 plugs (6P)lC

The detector should be mounted in a horizontal positiamith CAN
connectors facing up.

Sensobracke For mounting in the cabinet, you can use the attached bracke
which the detector base should be screwed, and then place
detector in itand lock it by a small rotation.

Base of th _ ) _
detectol To avoid false alarms, the mounting location should be chc
accordingly- away from ventilation openings, dusty places, smc
areas, etc.
Detecto

It is possible to test the operation of the optical smoke sensor
inserting, for example, an office paper clip into the hole shown in
picture. The detector should react by permanently lighting the LE
is an alarm condition of the detector andtiarn it off, disconnect the
detector for a moment from the power supply or perform a reset
the web interface of the controller.

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 23
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4.6 Installation of ES341 sensppressure, humidity, temperature

The ES341 is a detector with three sensors integrated in one housing: pressure, temperature and humidity. The deteckectsd to the
CAN bus connector on the EC335i controller.

A B 1. The ES341 sensor has one LED to indicate the status

LED off; the sensor is not connected to the controller
9 Solidred light ¢ The sensor is connected to the EC335i

L controller, but not properly configured in the controller

Solidgreenlight ¢ The sensor is connected to the EC335i
controller and is properly configured in the controller

2. Sensor.

3. Bus terminator. Only the last device on the CAN bus should

have the jumper in the ON position.
4. CAN bus connectors.

For CAN bus connections, use the originab#e cable or UTP cat5e
RI14(6P4C) RI14(6P4C) terminated with RJ14 (6P4@&J14 (6P4C) plugs.

Dimensions of the ES341 sensor

4415

1 68

57.05
4840
6675

1965
s

2.18

53

6675
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4.7 Installation of analogue sensors

Installation

The assembly of most analogue sensors is uncomplicated and co
in mounting the sensor in the selected location. You can use the

& in the sensor housing with a diameter of 5.5mm or afhesive
I E " doublesided tape.
. A For mounting in IT cabinets, use a cage nuts and bolts with M4 o
size.

Connection

Analog sensors should be connected to the analogue inputs of
controller or inputs of the ER1t extension module. Use the cabl
supplied with the sensor or cable:

Supplied cable or UTP cat5e with RJ14 (6FRIY (6P4C)

connectors
RJ14(6P4C) RJ14(6P4C)
: {
4
3
2
1

—
—
—
—
—
—

Janono

For the ES363 sensor, use supplied cable or UTP cat5e cable wit

(6P6CYRJ12 (6P6C) connectors
RJ12(6P6C) RJ12(6P6C)

o ws W e

4.7.1 ES352 230VAC voltage sensor

Installation
The ES352 sensor should be placed
asocket,e.qg.,in a power strip.
Connection
RJ14 (6P4C) USB To connect with the controller, use th
— supplied cable, which can be extended tc
= |- : maximum of100m. The sensor should kt

o0 connected to one of the analogue inputs

DETECT ﬂ
’ﬁf’& [ the controller or the ER21t extension

TTTE
G

ﬂ module.
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4.7.2 ES35% door sensor

Installation

The ES353 door sensor additionally has a metal bracket that al
the sensor to bemounted in a different plane from the magnet,
necessary.

The bracket should be used when mounting the sensor in an
cabinet. The assembly method is shown in the figure beside. I
magnet cannot be screwed to the door leaf, stick it using dou
sided tape.

ES353 door sensor ES353; door sensor
EC336- controller 4 3 ~ A

< ‘"1/7 Front Rear Rear L
> /

For the next
ES353 sensors
Sensors ES353loor sensor, ES354vibration sensor, ES356 smoke detector can be connected in a cascade, that is, from the sens
the sensor. Up to 18ensors can be placed in one cascade. The entire cascade occupies only one analogue port in the controlle
controller is then unable to distinguish the sensors in the cascade and determine from which of them an alarm was generated.

4.7.3 ES35& smoke sensor

Installation

The detector should be mounted in a horizontal positiamith RJ12

connectors facing up.

For mounting in the cabinet, you can use the attached bracke
t which the detector base should be screwed, and then place

detector in it and lock it by a small rotation.

To avoid false alarms, the mounting location should be chc

accordingly- away from ventilation openings, dusty places, smc
t areas, etc.

Sensor brack

Base of th
detector

aose [

Detectol (’ )

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 26



®
<> BKT
ELEKJROMK www.bkte.pl

Connection

EC335- controller

° @ H . e
/\ J

ES35& smoke senso ES356; smoke senso ES35&; smoke sensor
> \
,/ / LN
"l [ L \J ULF
\ ol ]{ "« Y
BN \ AN = For other ES356 detectors. Up to !
/:Ik/\ detectors in a cascade.
B R I s I e e e

The ES356 smoke detectors can be connected in a cascade, from the detectatetettter. Up to 10 detectors can be placed in one casc:
The entire cascade occupies only one analogue port in the controller, but the controller is then unable to distinguisbdisis¢he cascade
and determine from which of them an alarm was geated.

It is possible to test the operation of the optical smoke sensor
inserting, for example, an office paper clip into the hole shown in
picture. The detector should react by permanently lighting the LE
is an alarm condition of the detector andtiarn it off, disconnect the
detector for a moment from the power supply or perform a reset
the web interface of the controller. Reset via the web interfe
disconnects power from all analogue sensors, which may res.
e additional alarms being geneed during this time.

4.7.4 ES35% PIR sensor

Installation
The detector should be mounted to the wall at a height of about
. m using the attached adjustable handle.
f Do not install the detector in the vicinity of heat or cold sources, ¢
direct sunlight, which may cause false alarms.
Connection

The ES357 detector has a cable permanently connected to
detector, which should be connected to the analogue input of -
controller. This cable can be extended to a maximum of 50m.
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4.7.5

Installation

ES35%; point leak sensor

EC336- controller

@~
= Metal sensor
detectors

4.7.6

Installation

Clip fastening the
cord to the ground

ES360 + ES86linear leak sensor

.

-
a
-

e
-
<
.
.
p

www.bkte.pl

The ES359 sensor should be mounted in such a way that its t
detectors are shorted with liquid during a leak. If the surface is
conductive, the detectors can touch it (figure A). Otherwise,
sensor must be mounted in such a way that the detectors are slic
above the surface (figure B). The attached metal angle bracket c:
used for mounting.

The sensor can be damaged if it is completely immersed in the lic
Then it will be necessary to replace it.

The sensor has a wire permanently connected to the detector, wl
should be connected to the analogue input of the controller. T
cable can be extended to a maximumi®Om,

The ES3®water detection cable should be place
on the monitored surface,e.g. under the

technical raised floor of the server room. Tt
cable can be distributed evenly over the whc
surface of the floor or only in sensitive pantsg.

under air conditioning modules.

Use nonmetallic fastening brackets to fasten th
cable. You can use the attached plastic hand
Together with the cable, 1 holder is provided f
every 2 m of cableThe conduit is even sensitiv
to condensed air when the air humidity is hi¢
and the temperature is around the dew poin

EC335- controller

Fron;!

S

ES36@ leak sensor for
water sensitive cable

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys
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This situation can cause false flood alarms.

For the ES360 sensor (flood sensor for the we
sensitive cable), connect the E836vater
sensitive cable using the terminal block provide

s ES36% water
sensitive cable
1
-’
am"
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4.7.7

Installation

ES362 4-20mA current sensor

RN
A

Connection

DC power supply

EC335- controller E

+ —‘
ES362, current sensor

4-20mA + y
i | Optional
resistor

4.7.8

Installation

ES363 0-75VDC voltage sensor

. 2 :b\.“\m,
5 i
”
Connection
+
—_——

f 48v
EC335- controller B

ES363 DC voltage senso

4.8 Installation of accessories
481 EA313 30V/5Arelay
Installation

N\

AN

¢
4

Sensor with £0mA output

www.bkte.pl

The sensor can be installed using a hole in its housing with a diar
of 5.5mm or use a doublsided adhesive tape.

For mounting in ITabinets, use a cage nuts and bolts with M4 or |
size.

The ES362 sensor should be connected to one chnladogue inputs
of the controller using the supplied cable. A circuit in which -
current from the 420 mA range will be monitored should &
connected to the sensor's connector terminal, paying attention to
correct polarity. Use a 1mhwire.

ES362 input voltage: 5V

ES362 maximum input current: 24mA

The sensor can be installed using a hole in its housing with a diar
of 5.5mm or use a doublsided adhesive tape.

For mounting in ITabinets, use a cage nuts and bolts with M4 or |
size.

The ES363 sensor should be connected to one of the analogue i
of the controller using the supplied wire or wierminated with RJ12
(6P6CYRJ12 (6P6C) plugs with a maximum length of 50m.

A monitored voltage should be connected to the sensor's conne
terminal, observing the correct polarity. Use a 1fnmire.

The installation of the relay is similar to the installation
analogue sensors in the same housing. You can use the
in the sensor housing with a diameter of 5.5mm or adhes
doublesided tape.

For mounting in ITabinets, use a cage nuts and bolts w
M4 or M5 size.
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Connection

EA313; 30VDC/5A relay

EC335- controller

OUTPUTS
12V 0.25A

To an isolated
controlled circuit

The EA313 relay is used to isolate the EC8&88troller output circuit from the circuit of the controlled device. To connect between
controller and EA313, use a wire with a cresstion of 1Imm. The cable should not be longer than 100m

In the case of controlling an inductive load (e.g. an electromagr
ECERt-Gamter lock of the door), a diode connected in parallel with the load shc
be used. It protects the contacts of the relagainst overvoltage.
12v

GNC

3}

A

| )

tH

EA313 relay

3 “Em
§I I
+
LW‘
supply
g 3

~a00~

Inductive
load
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4.8.2 EA315 light signal

Installation
The dimensions of the device are shown in the figure on the left.

@ 73mm

@ 73mm

The method of mounting the device is shown in the above drawings.
Connection

/

Mounting surface

EC335- controller

EA31% light signal

OUTPUTS
12V 0.25A

E2 ¥ E1

i

12V 12V
GND

The light signal should be connected to one of the controller voltage outputs. Use the attached wire or cable witksaatiosf 1mr.
The maximum length of the connecting cable should not exceed 100m.
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4.9  Anexample of placing devices in the cabinet

The number and type of sensors in the cabinet should be selected depending on the parameters to be monitored and thasconditiach
the devices in the cabinet operate. For example, if a rack is completely filled witpdwggr appliances or there i forced ventilation, two or
more temperature sensors may be appropriate. In server racks, sensors installed at the front of the rack will measurpatatuesof the air
entering the rack, and sensors at the back will measure the air leaving theTteckemperature measurement on the back of the rack may be
corrupted if the temperature sensor is installed directly in front of the active device fan.

Proposed arrangement of temperature sensors in the cabinet

Number of temperature sensors Cabinet installation location
1 At the front, half the height of the cabinet
2 At the front and back of the cabinet halfway up
4 Two at the front and two at the rear of the cabinet at 1/3 and 2/3 of its hei

Thefigure below shows a proposed arrangement of devices in the cabinet

7 e 4 < ES35@ temperature sensor
- at thetop of thecabinet(2/3 of the height)
o i ES33 ¢ humidity sensor
‘ 5 . at thetop of the cabinet(2/3 of the height)

/ @ EE321¢ extension of 8 analogue inputs

EC335¢ controller

3= ES350 temperature sensor
. at the back at the bottom of the cabinet (1/3 of the height)

ES352, 230VAGroltage sensor

! 7 ‘ sl ES35@ temperature sensor
| \ [ ] at the bottom of the cabinet(1/3 of the height)

F= ES38 ¢ humidity sensor
. at the bottom of thecabinet(1/3 of the height)

Sensor cables should be neatly routed along the cabinet frame and fastened with cable ties.
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5 /hbCLD!w!¢Lhb

The configuration information provided is related to firmware verstob.1 b176 Devices with a different version of the firmware may have
auser interface that is slightly different from the one described here.

Show and hide the vertical menu.

51 Horizontal menu

Run the initial configuration wizard.

Add a new element. This function is available only on certain screens selected from the vertical menu.
Refresh the view.

Additional settings. This function is availeble onlycertain screens selected from the vertical menu.
Creates desktop templates. The function is available only after seldasigighoardrom the vertical menu.

wSasSi (KS aY21S aSyaz2NE® ¢KAA TdzydYiaRy A%y aDNERD I BN

Write the configuration to nofvolatile memory of the module. Any configuration changes must be written te non
volatile memory, if they need to be kept after resetting the device.

Log out.

HEREODRR

52 Vertical menu

g5 Dashboard Customizable dashboard.

G5 Overallstats General view of the system status.

B2 Systemtree View of all system components, incl. sensor values.

gm Dryoutputs View of the relay outputs status (not available in EQ335
umw Dryinputs View of the potentiafree contact status.

sms SMS messages Text message settindavailable only if modem is installed)
i= Eventlog View of the system event history.

& Logicschemes Creating relations between the sensors and potential alarms.
@ Cameras Camera image preview.

Q Mmap View of sensotr parameters against the room layout.

& Users User management.

[#= CAN configuration Configuration of extension modules.

ol Graphs Displaying sensor values on charts.

# Resetsmokedetectors  Resetting the smoke sensors following an alarm.

1} Preferences System settings.

<> System menu Firmware update and datexport.
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5.3  Saving settings into nerolatile memory

+ o B a o All new setting must be sav.ed in.to FLASH -valatile memory.
Otherwise they will only be valid until the next reboot.

54 Dashboard

o e o e .7 Selecting thdashboardrom the vertical menu allows you to view tl
. previously configured views of the system. Each user can set thei
S P desktop.
J Teenperstue @oE e oo
T Sptemie
& Dryinputs N ‘
o M AN
I Evenriog b v
Ot Onboard Tempesature Voltage 1
- B —
& vsn . Onbaad Temporatun @ Vokage |

Cormminbi: T Elkrmaih 22000

—_— -~ B ; The administrator (user with the full access to the system)
= ; +
- i s . K additionally define templates that will bevailable to other users.

manage templates

Templates

Jatel e +
remplate - add element to the template
template2 &S
- save template
n - end template editing

55 General statistics

e I ... . SelectOverall Statsrom the vertical menu to display basic data ¢
the system status.

B8 Dunbos Overall stats

B Oversitzeaes About system State of elements

ap——

. —.

| & Dryinps

Right now

P —

B Eveotiog

Evets n Al sate

& Logic sham.
® cmn:

Q M

& v

[+ CANcontguration

& Gt
A Beser smake detectors. Current log

R

@ Systemmase
° Stanechange: Hormal § System {FC115H FEERIE TR
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5.6  System tredsystem components)

| . per——

I C A

Dry contact

Settings  Charts

Name

D

Type

User defined type
Class

Hardware port
Current state
Current value

Behaviour

x|+

1821880001 st

All data

Dry-1

101951

dry

no
discrete
1
Normal
o

normal

- o x

EEEE

0| = 5

I &Mt

* |+

152,188 5t

Add 3 new element

- Gow

o [ e [ o]
xEE

www.bkte.pl

SelectSystem tre€from the vertical menu to display all syste
components. On this page, you can add, remove and modify set
of individual components.

Each element of the system has an individudidit ID numberThis

number can be used when configuring email or text messages.
first 3 digits indicate the type of element, and the remaining thr
the consecutive number of element of such type:

101xxx- input for potentialfree contacts

201xxx- temperature sensor

202xxx- humidity sensor

203xxx- voltage sensor

etc.

The item ID number can be read after clicking on the item in

system tree.

Ly 2NRSNJ 42 FRR | yS¢g O0O2YL¥:
horizontal menu.

To maintain proper performance of the device, it is recommenc
to use max200 components in the system.

To maintain the settings after restarting the controller, write the
to non-volatile memory.
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SNMP Get (analog)

SNMP Get (discrete)

Modbus RTU (reading)

Modbus RTU {writing)

Modbus TCP (reading)

Modbus TCP (writing)

Math sensor

IP Camera

Dew point

@ Group Add sensor groups
E-Mail Add email notificatiorcontent
SNMP Trap Add SNMP Trap notifications
SMs Add SMS (text message) notifications
Web SMS
- sent by the WEB gateway
s Gate - sent by a modem installed in another device
Dial Task Add dial notification
HTTP request Add REST noatification
Timer Addschedule
Trigger Add triggerdqflags)
Ping Add PING query

Add SNMP Get query for analogue value

Add SNMP Get query for binary value

Add Modbus RTU read query (not applicable)
Add Modbus RTU write query (not applicable)
Add Modbus TCP read query

Add Modbus TCP write query

Add mathematical sensor

Add IPcamera

Add virtual dew point sensor
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Temperature

Settings Charts All data

Name

D
Type

Class

Current state
Current value

Low alarm level
Low warning level
High warning level

High alarm level

Analog sensors are automatically recognized by the contrc
shortly after they are connected to the appropriate ports and th
they are displayed in the system tree. In order for the sens
connected to the CAN bus to be visible in the system tree,
procedure 5.14 CAN configuration (extension modulejust be
carried out beforehand.

After clicking on the sensor symbol in the system tree a window
0 pop up, where you can configure the basic parameters of the ser

Onboard Temperature

201001
temperature

analog

Field

Name
Low alarm level
Low warning level
High warning level
High alarm level
Hysteresis type

Value

Low alarm
Low warning
Normal

High warning
High alarm
Formulatype

K z (k*x + b)

B z (k*x + b)

Humidity

Settings (Charts. Alldata

v

I T

Description
Name of the element in the system
Threshold for low value alarm
Threshold for low value warning
Threshold for high value warning
Threshold for high value alarm
Disabledc hysteresis and delay deactivated. The alarm will be generated immediately after exceedir
threshold value
Valuec hysteresis is on. The alarm will be generated immediately after exceeding the value = threst
value + hysteresis value.
Timec alarm delay is on. The alarm will be generated with a defined delay after exceeding the thres
value. The alarm will not be generated if the measured value falls below the alarm threshold within 1
specified delay.
The hysteresis value in the unit of a given sensor
Delay time in seconds before low state alarm signalling
Delay time in seconds before the low state warning signalling
Delay time in seconds before the normal state signalling
Delay time in seconds before the high state warning signalling
Delay time in seconds before the high state alaignalling
Select the method of correction of the value read from the sensor.
LinearcO2 NNB Ol A2y o0& fAYSENI FdzyOliAzy oaé&llEboé
Simpleg2 FFaSG O2NNBOGAZ2Y 6AGK DI fdzS aoé
Thek value of the function y = kx + b that allows to recalculate the value read from the sensor before
comparing it with the threshold values
Theb value of the function y = kx + b that allows to recalculate the value read from the sensor before
comparing it with the threshold values

After clicking on the&€hartstab, the graphs of the measurement vall
from the last 100 seconds (reading every 1s), 100 minutes (rei
every 1 minute), 100 hours (reading every 1h) and 100 days (re

525

520

every 1 day) are available.
It is possible to export this data to xml or csv files.

N \,v[

1100AM 11:30AM

Display chart for
Refresh data
Resetall charts

Export data

1200PM

Iast 100 minutes v

I T
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5.6.2 Adding a new group

To add a new element, sele >temtree = from the vertical menu, and then click n in the horizontal menu.

By default, there is one group of devices in the system (system gr
Additional groups divide the system into parts. It is then possibl

Add a new group

i | S Molde N assign individual elements (sensors) to the appropriate groups. Yc
Group name servers give the user permission to manage a sfiegroup. It is also possib
Description of the group to set individual email or text messages for individual groups.

In the Settinggtab, enter the unique name of the created group.

[ o | oo |
Add a new group In the Elementdab, select individual system elements (sensors) -
will belong to the given group.
Settings Elements Modules Notifiers
Onboard ~ Autodetect
Onboard Temperature Analog-2
Onboard Voltage DC Analog-3
Autodetect
Analog4
e =
o2 =
Dry-3
Dry4
Power 12V 0.25A
Power-1
Power-2
Twire
1wire Power L
[ o | o |
Add a new group In the Modulestab it is possible to add to the group entire modu
present in the system treelt is recommended to add individu
Settings Elements Modules Notifiers .

’ elements (sensors) to a group rather than entire modules,
e . notifications are then more precise. They apply to a single senso
SMSs .

Tops the entire module.
Trogers [ |
it [ |
Web messages
Modbus sensors
Dial tasks
Onboard
Autodetect
Dry Contacts
Power 12V 0.25A v
I =
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In theNotificationstab, you can choose how to notify about any ale

Edit the group
conditions of any sensor in a given group.
e S Wee [ You must configure -eail, sms or snmp trap notifications to ma
y.smad them visible in this window (see chapté&r6.3 Adding an emai
notificationand5.6.5Adding an SMS notificatipn
Using tickboxes, you can choose in which emergency situation:
want to send a notification.
¥ Lowalorm 7] Normal Low alarm Exceeding the low alarm threshold
2 oo or Low warning Exceeding the low warning threshold
M v High warning Exceeding the high warning threshold
High alarm / Alarm Exceeding the high alarm threshold or
alarm (forsensors without alarm
thresholds)
I I T Normal Normal state of element
On Element oné€.g.Power output)
Off Element off €.g.Power output)
Not connected Element disconnected from controller
5.6.3  Adding an email notification

To add a new element, sele /=™ = = from the vertical menu, and then click Ul in the horizontal menu.

Name

D
Type
Class

SMTP server
SMTP port
Enable TLS
Enable STARTTLS
Login

Password

Meail from address
Meail to address

Message subject

The system allows you to configure notifications that will be use
~ inform about alarm situations.
Each notification contains a configuration of themail account anc

my_mail

601001

maler the content of the messagén order not to have to enter them eac
M time, you can set the default mail settings (see chapté7.13SMTF
2 settings.

In order for the notification to be sent during an alarm, it should
placed in a logic scheme diagram (see chapt®dLogical schemg®r

Configuration of email notification

Field

Name
SMTP servel
SMTP port
Enable TLS
Enable STARTTI
Login

Password

Mail from address
Mail to address
Message subjec
Message text

slarmebkte! in a group notification (see chaptér6.2Adding a new group
alarm@bkte.pl
user@bkte.pl n
EMS notifications
I T T T
Description

The name of the notification. The system can have many differetifications. It is to facilitate their recognition.
The name or IP number of the SMTP mail server
Communication port of the mail server
Use an encrypted connection
Start with an unencrypted connection and negotiate encryption
The username of the-mail account
The password of the user of thengail account
The Email address of user
Email addresses of recipients. Up to 10 addresses geparated by semicolon ;"
Subject of email
The content of the email. The text of the message is limited to 1024 characters. The content may contain varie
that will be inserted dynamically when the notification is activated.
Dynamic variables:
%1 Definition of logic scheme (see chap&fOLogical schemg®r name of the group generating the
notification (seechapter5.6.2Adding a new group
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The status of system elements that have been entered as a condition of the logic scheme or state

%2
element in the element group which generated notification.
%3 Date and time of the event
%4 The name of the logical scheme or name of the group generating the notification
%5{id} Sensor name with id or %8
%6{id} Sensor status with id or %8
%7{id} The value read from the sensor with id or %8
%8 The identifier of thesensor that generated the notification
\n New line character

Examples of the dynamic content of an email notification message

Notification with information about the activated logic diagram, and the state of the system elements thaentered as the conditions

of the logic scheme.

The content of the email notification configured
Logic activatedn

%4n

System element status

%2

Notification with information on the status of selected sensors:
The content of the email notification configured

Status of systemsensorsin

%5{201002} %7{201002} %6{201002)n

%5{201003} %7{201003} %6{201003)n
%5{202001} %7{202001} %6{202001)n

The content of the sent email

Logic activated:

‘Warning state'

System element status:

‘OnboardTemperature' (id=201001) in state 'normal’
'EC335 (id=100) in state ‘warning’

The content of the sent email

Status of system sensors:

‘Temperature in cabinet 1"18,2°C'- 'normal’
‘Temperature in cabinet 2"17,1°C'- 'low warning'
‘Humidity'- '42%'- 'normal’

By default, a notification similar to the following is proposed in the notification:

The content of the email notification configured
Logic %4n

-\n

DefinitionAn

%24n

Currentsensor statéin
%2An

-\n

System time: %3

5.6.4 Adding a trap notification

To add a new element, sele > ree = from the vertical menu,

SNMP Trap

Name NMS trap

D

Type snmp trap

Class notifier

SNMP server 10.10.10.18

SNMP port 162
SNMP version 1

Community public

N

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys

The content of the sent email
Logic 'Warning state":

Definition:
if
'‘Onboard Temperature' (id=201001) in state 'high warning'

or 'EC335(id=100) in state 'warning'

then
‘emailservice' (id=601001) changes to state 'on' immediately, once

Current sensor state:
'EC335 (id=100) in state 'warning'

System time12:18:04 2020/11/25

and then click “ in the horizontal menu.

Trap is an alarm message used in the SNMP protocol. Such a m
can be sent to the master monitoring system.

In order for the notification to be sent during an alarm, it should
placed in a logic scheme diagram (see chaptdLogical schemég®r
in a group notification (see chaptér6.2Adding a new group
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Example Trap message

Source: 192.168.001

Timestamp: 191 hours 30 minutes 1 second

SNMPVersion: 1

Enterprise: .iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification

Community: public

Specific: 20999

Generic: enterpriseSpecific

Variable Bindings:
Name:.1.3.6.1.4.1.47394.2.2.1.1
(.iso.org.dod.internet.private.enterprises.bkt.ctINotifiers.ctINotifiersTrapsTable.ctINotifiersTrapsEntry.ctINotifiersE 02001
Value:[Integer] 602001

Name:.1.3.6.1.4.1.47394.1.5 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification)
Value:[OctetString] Trap (name: trap, ID: 602001) was worked. Time: 14:30:00 2019/05/06 Logic: &apetegipRapos;, Element: &apos;Analog
3&apos;, in state: &apos;normal&apos;, value: &apos;21.40&apos;

Name:.1.3.6.1.4.1.47394.1.5.1 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification.macroLogicDefinition)
Value:[OctetString] group &apos;grup@mp&apos; notification

Name:.1.3.6.1.4.1.47394.1.5.2 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification.macroStateOfSensors)
Value:[OctetString] &apos;Analeg&apos; (id=20299) in state &apos;normal&apos;

Name:.1.3.6.1.4.1.47394.1.5.3 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnit TrapNotification.macroDataAnd Time)
Value:[OctetString] 14:30:00 2019/05/06

Name:.1.3.6.1.4.1.47394.1.5.4 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnit TrapNotification.macroLogicName)
Value:[OctetString] goup-temp

Name:.1.3.6.1.4.1.47394.1.5.5 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification.macroSensorName)
Value:[OctetString] Analog

Name:.1.3.6.1.4.1.47394.1.5.6 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification.macroSensorState)
Value:[OctetString] normal

Name:.1.3.6.1.4.1.47394.1.5.7 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification.macroSensorValue)
Value:[OctetString] 21.40

Name:.1.3.6.1.4.1.47394.1.5.8 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctiUnitTrapNotification.macroLastModifiedBgns
Value:[Integer] 20099

Name:.1.3.6.1.4.1.47394.1.5.20 (.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification.trapl D)
Value:[Integer] 602001

Name:.1.3.6.1.4.1.47394.1.5.21(.iso.org.dod.internet.private.enterprises.bkt.ctlUnit.ctlUnitTrapNotification.trapName)
Value:[OctetString] trap

5.6.5  Adding an SMS notification

To add a new element, sele _>**=m ee = from the vertical menu, and then click U4 in the horizontal menu,

sMs If an optional GSM modem is installed in the controller, it is possik
send an SMS natification. After installing the modem, configure it

:m :ms chapter5.8 GSM modensettings

Type sms

:‘hm "‘j:'mm o In order for the notification to be sent during an alarm, it should

— oot s timess placed in a logic scheme diagram (see chaptdLogical schemg®r
in a group notification (see chaptér6.2Adding a new group

I
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Configuration of SMS notification

Phone number Up to 10numbers in one notification, which should be separated by semicolon ;

Field Description
Name The name of the notification. The system can have many different notifications. It is to facilitate their recognitio
The numbers should be in the format + 48XxXxxxxxx
Message text The content of the text message. The content may contain variables that will be inserted dynamically when the
notification is activated.
Dynamic variables:

%1 Definition of logic scheme (see chapteflOLogical schemé®r name of the group generating the
notification (seechapter5.6.2Adding a new group

%2 The status of system elements that have been entered as a condition of the logic scheme or state
element in the element group which generatedtification.

%3 Date and time of the event

%4 The name of the logical scheme or name of the group generating the notification

%5{id} Sensor name with id or %8

%6{id} Sensor status with id or %8

%7{id} The value read from the sensor with id or %8

%8 The identifier of the sensor that generated the notification

\n New line character
Examples of the use of dynamic variables are similar to those used in email notificationsafee5.6.3Adding an
email notification

5.6.6 Adding WEB SMS notification
To add a new element, sele "™ = from the vertical menu, and then click &%l in the horizontal menu.
Web s SMS notifications can also be sent via an SMS web gateway. /

] modem is not required thenGet configuration data from you
service provider.

ogic %, Systemm time: %1

Password  asesss

AP string hitp/idostweauslugi websms com

T TR

Configuration of web sms notification

Field Description
Name The name of the naotification. The system can have many different notifications. It is to facilitate their recognitio

Phone number Up to 10 numbers in one notification, which shoulddeparated by semicolon ";"

The numbers should be in the format + 48XXXXXXXXX
Message text Seechapter5.6.5Adding an SMS notification
Login The username of the web sms service
Password The user password of the websms service
API string The service provider's url, which sends an SMS message, for example:
https://api.smsglobal.com/httpapi.php?action=sendsms&user=user&password=secret&to=12345678&text=Hel
The following variables can be used in the url address:
$LOGINS User name from théoginfield
$PASSWORD$ User's password from thRasswordield
$PASSWORD_MDE User password encrypted with the MD5 algorithm
$PASSWORD_SHA The user's password is encrypted with the SH#lgorithm
$PHONES$ The telephone number of the SMS recipient from Bigone numbefield
$MESSAGE$ Message text from th&lessage texfield

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 42



www.bkte.pl
5.6.7 Adding sms gate notification
To add a new element, sele */*™ = = from the vertical menu, and then click n in the horizontal menu.
Bramka SMS It is also possible to send SMS via a GSM module instalsatiher

Name ~ controller (SMS Gate option).

smsgate

D

Type sms gate
Class notifier

Phone number +48123456789

Message text Logic %4, System time: %3

(by identifier or %8)

lentifier or %8) o
identifier or %8)

modified sensor id
\n - new line
External device settings
Login SmsUser
Passwod ~ eesess

IP Address 10.10.10.19

I =T T

Configuration of sms gate notification

Field Description
Name The name of the notification. The system can have many different notifications. It is to facilitate their recognitio
Phone number Up to 10numbers in one notification, which should be separated by semicolon ";"
The numbers should be in the format + 48XXXXXXXXX
Message text Seechapter5.6.5Adding an SMS notification

Login The name of the user who can log in to another EC@3%ce where a GSM modem is installed. Such user must
read and write permissions for the GSM modem asddtl, SNMP and SMS notifications. Skapter5.13Users

Edit the user

Setings  Inisfxe  Groups

EENETE EDE EEE
Password The password of this user
IP Address The IP address of the ECB8&vice with the GSM modem installed

5.6.8 Adding phone call

To add a new element, sele "™ e = from the vertical menu, and then click n in the horizontal menu.

Dial Task Itis also possible to get the user's attention by making a call to |
. — It is only aringing tone. The device does not have a vo
o B communicator, e.g. playing a voice message.
Type dial
Class notifier
Phone number +48123456789 n

I T
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5.6.9 Adding HTTRotification
To add a new element, sele S¥semfree = from the vertical menu, and then click &8 in the horizontal menu.
HTTP request The controller enables sending an HTA®ification (GET, POST

- DELETE, PUT) to a defined server. It can be used to send e.g. a

Name http01

D —

Class notifier
Server answer

Login user
Passwod  sesesss
Recipient 102.168.0.100

Message time:%63\n value:%7{201001}

Request type POST -
Server $RECIPIENTS/form.php

Head [« Type: application, form-urlencoded example;
charset=utf-8

Data user=S$LOGINS&pass=SPASSWORDS&msg=SMESSAGES

~

I T T

Field Description
Name Element name.
Login User name to the http query can be entered as: $LOGIN$

Password User password to the http query can be entered as: $PASSWORD$

Recipient Server addressto the http query can be entered as: $SRECIPIENTS$

Message Message contentto the http query can bentered as: SMESSAGES$
The message may contain the following characters:

value of defined sensor. Such feature can be used togetlitr
Type hitp request logicalschemeg5.10Logical schemégs

%1 Definition of logic scheme (see chaptefLOLogical schemé®r name of the group generating the
notification (seechapter5.6.2Adding a new group

%2 The status of system elements that have been entered as a condition of the logic scheme or state ¢
element in the element group which generated notification.

%3 Date and time of the event

%4 The name of the logical scheme or name of the group generating the notification

%5{id} Sensor name with id or %8
%6{id} Sensor status with id or %8
%7{id} The value read from the sensor with id or %8
%8 The identifier of the sensor that generated the notification
\n New line character
Request type Typeof HTTRequest: GET, POST, DELETE, PUT

Server Server pathg may contain definitions: $LOGINS, $SPASSWORDS, $RECIPIENTS, SMESSAGE$
Head Header of HTTP requestmay contain definitions: $LOGIN$, $PASSWORDS$, $RECIPIENT$, SMESSAGE$
Data Body of HTTP requesinay contain definitions: $LOGINS$, $PASSWORDS$, $RECIPIENTS$, SMESSAGES$
e.g. https://$RECIPIENT/agregate/cgi.php?action=put&user=$LOGIN&password=$PASSWORD&message=$M

In fieldsServer, Headnd Datathe following variables can be used:
$LOGINS User name from théoginfield
$PASSWORD$ User's password from thBasswordield
$PASSWORD_MDES User password encrypted with the MD5 algorithm
$PASSWORD_SHA The user's password is encrypted with tBEA1 algorithm
$RECIPIENT Server address fromRecipientfield
$MESSAGE$ Message text from th&lessagefield
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To add a new element, sele >temtree = from the vertical menu, and then click n in the horizontal menu.

Timer

Name

D
Type
Class
Current state

Period of operation

Schedule

5.6.11 Adding a trigger

Timedependencies can be added to the system. Timers (schedu
are used for this. The timer can be in an active (alarm) or not
_ state at defined times. The timer can be configured as-time or
timer periodical weekly or monthly.

devirt

‘ weekdays ‘

In logical schemes, they can be used as conditions for the exec
of instructions.

schedule ~

AM PM
12123/4567 8091011121 2(2 4567891011
Sun
Mon
Tue
Wed
Thu
Fri
Sat

[ o [ o

To add a new element, sele *¥*=m = = from the vertical menu, and then click n in the horizontal menu.

Trigger

Name

D
Type
Class
Current state

Reversed

Trigger has a similar function as the flag. It can be in two states: i
and normal state. It allows you to link two independent logic schei

alarm_flag

trigger

devirt

[ [ e

5.6.12 Adding PING functions

To add a new element, sele s = = from the vertical menu, and then click u in the horizontal menu.

Ping

Name
D

Type

Class

Current state
Current value

Server to ping
Ping period (sec)
Estimated round-trip (sec)

IP address
Packets sent

Packets received

The controller can control external devices by sending F
S periodically. In logic diagrams (see chafietOLogical schemé®r in
o notifications for groups (see chaptér6.2 Adding a new group you
:‘"? can definee.g.sending an alarm email when the external device si
. responding to PING.

10.10.10.10

60

[ o [
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To add a new element, sele >temtree = from the vertical menu, and then click 321 in the horizontal menu.

SNMP Get

Settings Additional Charts All data

Name

D
Type
User defined type

Units of measurement
Class

Current state

Current value
Minimum value
Maximum value

Value for 'Low alarm’
Value for 'Low warning’
Value for 'High waring'

Value for "High alarm®

pressure

snmpget

pressure v
hPa

analog

300
1150

900

1050

1100

Hysteresis type

Value

Expression ( f(x), for instance: 2*x+123)

Field

Name
User defined type

Unit

Minimum value
Maximum value
Value for low alarm
Value for low warning
Value for high warning
Value forhigh alarm
Hysteresis type
Expression f(X

Normal value

SNMP Serve
SNMP Port

SNMP versior
Community
Polling period (sec.,
OID identifier

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys

value v

1

x

SNMP Get element name.

The controller can query the external device for its parameters L
the SNMP v1 or v2 protocol. The values of this parameter devi
from the defined one can generate notifications.

There are two types of read variableanalogue and discrete:

Analogue valueg; the read integer or String type numerical variable
After being recalculated with the formula contained in tBepression
field, it is comparable to the four alarm thresholds and on this bas
the normal or alarm condition of the SNMP Get element is
determined.

Discrete(binary)q this variable can exist only in two states: horma
alarm. The current state is defined usiNgrmal valudield entered on
Additionaltab. The read Integer or String variable is compared to
string contained in th&lormal valudield. Then the SNMP Get eleme
status is set.

Settings Additional Charts All data

Status state error

SNMP server 192.168.0.102
SNMP port 161

SNMP version 2 v
Community public
Polling period (sec) 20seconds v

136.141.473946.1.1.63.0

L= = Fe=le]

0ID identifier

Description

Sets adequate icon for this element.

Unit of read variable.

Defines the range of changes of tfead value.
Defines the range of changes of the read value.

Threshold for low value alarm.
Threshold for low value warning.

Threshold for high value warning.

Threshold for high value alarm.

Please seé.6.1Setting the sensor parameters
Field available for the Analog variable type. The function enables the conversion of the read analogu
"X" before comparison with the alarm thresholds.
The expression can contain the following characters:
operators: "+", ', " "[" "0%%" (the remainder), "\" (exponentiation);
functions: "abs()","sqgrt()","exp()","In()","log()","sin()","cos()","tan()","asin()","acos()","atan()";
constants: "pi" (3.1415926...), "e" (2.7182818...)
Field available for a discrete variable. In this field, enter the string that the read variable must contain
order for the SNMP Get element to be in the normal state.
The IP address of the device being polled.
Communication port of the device being polled (usually 161).

Version 1 or 2can be chosen.

SNMP password to read (reatlly community string).
The frequency of sending queries to the device being polled (in seconds).
The identifier of the SNMP variable in the forncatbm ®0 dc PMPH DM PM PO D €
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5.6.14 Adding Modbug§ CRelement

To add a new element, sele >temtree = from the vertical menu, and then click ﬂ in the horizontal menu.

Modbus TCP

Settings Additional Charts All data

Name

D
Type
User defined type

Units of measurement
Class

Current state

Current value
Minimum value
Maximum value

Value for 'Low alarm’
Value for 'Low warning’
Value for 'High waring'

Value for "High alarm®

The controller can query the external device about its parame
using the Modbus TCP protocolchn also write the defined value
the appropriate modbus register.

pressure

modbus tcp
pressure v Modbus TCP (reading)

hPa

Settings Additional Charts All data

analog

IP address 192.1680.15

Port 502

30 Slave address 1

1150 Register index (hexadecimal) FF

900 Function code Read Input Register (0x04) v

950 Data type 32 bits IEEE 754 floating point v

1050 Data ordering high byte first, high word first v

1100 Polling period 30 seconds v

Wake-On-LAN function

Hysteresis type

Value

Expression ( f(x), for instance: 2*x+123)

Field
Name
User defined type
Unit
Minimum value
Maximum value
Value for low alarm
Value for low warning
Value for high warning
Value for highalarm
Hysteresis type
Expression f(X

IP address

Port modbus
Slave address
Register index
Function code
Data type

Data order

Polling period (sec.,
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value ~ Modbus raw answer

1 Modbus value

x

Description
Element name.
Sets adequate icon for this element.
Unit of read variable.
Defines the range of changes of the readue.
Defines the range of changes of the read value.
Threshold for low value alarm.
Threshold for low value warning.
Threshold for high value warning.
Threshold for high value alarm.
Please seé.6.1Setting the sensor parameters
Field available for the Analog variable type. The function enables the conversion of the read analogu
"X" before comparison with the alarm thresholds.
The expression can contain the following characters:
operators: "+", ', " "[" "%" (the remainder), "\" (exponentiation);
functions: "abs()","sqgrt()","exp()","In()","log()","sin()","cos()","tan()","asin()","acos()","atan()";
constants: "pi" (3.1415926...), "e" (2.7182818...)
The IP address of the device being polled.
Communication port of the device being polled (usually 502).
Modbus device slave address
Address of polled modbuggister.
Modbus function code. Available: 0x01, 0x02, 0x03, 0x04 for reading and 0x05, 0x06 for writing
Type of the date being polled. Available: unsigned and signed 16 bit and 32 bit word, 32 bit float valt
Theorder of reading bytes from the register.
The frequency of sending queries to the device being polled (in seconds).
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5.6.15 Adding virtual mathematical element

To add a new element, sele >temtree = from the vertical menu, and then click n in the horizontal menu.

Math sensor

Settings Additional Charts All data

Name

D
Type
User defined type

Units of measurement
Class

Current state

Current value
Minimum value
Maximum value

Low alarm level

Low warning level

The controller enables monitoring of a virtual variable created f
the conversion of the values of other variables monitored in
system. In this way, you can, for example, monitordabparentpower
consumed by a device, with the following variables available: cu
consumption and voltage.

Apparent pawer
math

power v

VA

Math sensor

analog

Not connected

Settings Addiitional Charts All data

0 Expression ( f(x), for instance: 2*x+123) A'B

operators +.
functi

constants pi, e

Polling period 30 seconds v

High warning level 2500 Add variable “
High alarm level 3000 Variable Corresponding sensor
A v Voltage 1 v |
v
|, ? o 8 v Current1 M O
Hysteresis type value v
Value 1
= Ir==1]
| = | N | =

Field

Name
User defined type

Unit

Minimum value
Maximum value
Value for low alarm
Value for low warning
Value for highwarning
Value for high alarm
Hysteresis type
Expression f(X

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys

Description
Element name.
Sets adequate icon for this element.
Unit of read variable.
Defines the range of changes of the read value.
Defines the range of changes of the read value.
Threshold for low value alarm.
Threshold for low value warning.
Threshold for high value warning.
Threshold for high value alarm.
Please seé.6.1Setting the sensor parameters
Field available for the Analog variable type. The function enables the conversion of the read analogu
"X" before comparison with the alarm thresholds.
The expression can contain the following characters:
operators: "+", ', "*" "[" "0%" (the remainder), "\" (exponentiation);
functions: "abs()","sqgrt()","exp()","In()","log()","sin()","cos()","tan()","asin()","acos()", "atan()";
constants: "pi" (3.1415926...), "e" (2.7182818...)
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To add a new element, sele >temtree = from the vertical menu, and then click “ in the horizontal menu.

IP Cam

Name

[}
Type
Class

URL (IP address)

Username

Password

Recommended FPS

Preview

Cam1

ip-cam

devhwr

http/localhost:9098/axis-cgi/mjpg/video.cgi’camera=&resolution:

admin

1234

MIPEG

Field
Name Cameraname.

URL
Username

Password User password.

Recommended FP

5.6.17 Adding a dew point

The camera's handling function is treated as a gadget and is
recommended for larger installations because it can affect sy
performance. In very small installations tigisdget may be desirable.

The controller automatically recognizes a UVC (USB Video Class)
connected to a USB port that supports MPEG compression.
recommended to use Logitech type C210, C270, C310, C510 came

The controller also allows you to configure IP cameras transmitting
images or an MJPEG stream. The controller can handle up to 4 cai

The preview of the image from the cameras is available after sele

the “™= © pytton from the vertical menu.

Description

The address for the video stream of the camera available via the http or https protocol.
Username, if necessary.

The frame rate refresh of the JPEG image or the direct MJPEG stream.

To add a new element, sele "™ "= = from the vertical menu, and then click U4 in the horizontal menu.

systree.analog.caption_dewpoint

Settings Charts Alldata

Name

D
Type
Class
Current state
Current value

Temperature sensor

Humidity sensor

Low alarm level

Low waming level

High warning level

High alarm level

dewpoint
analog

Analog-4

Hysteresis type

Value

Field

Name
Temperature sensol
Humidity sensor
Low alarm level
Low warning level
High warning level
High alarm level
Hysteresis type

Element name.

Selected temperature sensor.

Selected humidity sensor.

Threshold for low value alarm.
Threshold for low value warning.
Threshold for high value warning
Threshold for high value alarm.

It is possible to add a virtual dew point sensor that calculates
condensing temperature based on temperature and humidigsors
selected connected to the system.

Description

Please seé.6.1Setting the sensor parameters
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5.7  Dry contacts (binary inputs for potentiaée contacts)

SelectDry contactsrom the vertical menu to view the state of bina
inputs for potentiaifree contacts.

2 Dryinputs

L
= m- [x K v vo vEo

Copyright, BT Elektronik 0 2020

Stan wejs¢ binamych Dry Gontacts

¢ = > F 7 DM o @ % i ¥

5.8 GSM modensettings

The modem allows sending text messages by the device and re
SMS commands sent from authorized phone numbers.

The configuration of the GSM/SMS modem can be done by sele
- o o — SMS Messagémm the vertical menu. This button is visible only wt
o - SE— the modem is installed in the controller and the correct SIM card
has been entered.

SMS settings List of SMS messages +

LI I T

i There was a problem observed with SIM cards from some
° providers that were protected with a PIN code. In this case,
: suggested to remove the PIN code from the SIM card before inse
[ o] it in the controller.
. T

Field Description

PIN code The PIN code must be entered before inserting the SIM card.
SMS centenumber GSM provider amber of short message system center. Usually in formd@@xxxxxxxxar without the
country prefix.
List of allowed phone number List of telephone numbers from which you can send commands to the controller. The list can conta
maximum of 10 phone numbers separated by a semicolon ";". The numbers should have format
FA4BXXXXXXXXX

Available commands:

Command Example Response

Sensor status reading

380 wasSyaz2N) L5 get201001 OnboardTemperature[201001]
380 WaISYS@ NJ get OnboardTemperature state=normal value=23.5
Switching on the Powet output

aS3G waSyaz2NJ L5 set304001 on The element was switched on

aSi WalSYWRe@ Nay asSia W@ g25NJ
Switching off the Powet output
aSG waSyaz2NJ L5 set304001 off The element was switched off
setWaSyaxQ 27T aSi W g25ME
Request current balanc
(USSD code

Clear SMS lis Clears the list afent text messages

In the case of prepaid phones, you can enter the balance inquiry codehargy other USSD code.
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The device also allows you to send any SMS to any recipient di
from the web interface.

The function is available after clickingonte Q 6 dzil G 2 v

After selecting the Event Log from the vertical menu, logs of all sy
events are displayed. See also the chaptd7.5Saving of events ar
measured values on a USB disk

~ The export of events to the file is possible after seletn;

Creating links between system elements (sensors, inputs, outy
etc.) is possible after selecting thegic Schemdsom the vertical
menu. To add a new logical dependence, click on the "+" butto
the horizontal menu. The IF THEN conditional sentence is use
well as the logical functions AND and OR. The Timeout funt
means a delay in the execution of instracts. The Repeat functiol
allows you to repeat the execution of an instruction after a defir
time if the logic diagram still remains aai This can be, fo
example, for resending an email with information about the alari

In order for the settings to be kept after restarting the controlle
they should be saved to nevolatile memory.
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An example of the simplest logical scheme that sends an email notification and sms when an alarm condition occurs émthe syst

Edit logic scheme x
Scheme name SYSTEM_ALARM
Disable scheme no B
Actlon Element State Timeout Repeat Operator
IF SYSTEM alarm THEN ~
-
THEN IT-mail-global-state send mail none once AND ~
THEN IT-sms-global-state [] send sMs [+] none once END [v] =
S TS €T €D

An example of a logic scheme that sends an email and sms notifications when a warning state occurs in the system.

Edit logic scheme x

Scheme name SYSTEM_WARNING

Disable scheme no E
Action Element State Timeout Repeat Operator
IF SYSTEM warning THEN ~
-
THEN IT-mail-global-state [v] send mail [¥] none once AND [v] ~
THEN IT-sms-global-state [v] send sMs [+] none once END [v] &
S ST T &

An example of a logic scheme that sends an email andhstifecation when the sensors are disconnected from the controller.

Edit logic scheme

|

Scheme name SENSOR_DISCONNECTED
Disable scheme no
Action Element State Timeout Repeat Operator
IF Module: EE325-1097" [¥] not connected [v] OR [v] |~
IF Module: EE325-1106' not connected OR E
IF Module: EE325-1127" [v] not connected [v] OR [v]
IF Module: EE325-1135' [¥] not connected [v] OR M
THEN I-mail-global-state send mail none once AND ~
THEN IT-sms-global-state send SMS none once END o
S T T ST

If the system returns to normal, you must create the logical scheme below to notify the user.

Edit logic scheme

|

Scheme name

SYSTEM_NORMAL

Disable scheme no E
Action Element r

IF SYSTEM normal AND ~

IF SENSOR_DISCONNECTED [v] normal [v] THEN M

THEN I-mail-global-state send mail [+] none once AND ~

THEN IT-sms-global-state send SMS [+] none once END »

In the above examples, as the text of the sms and email messages the status of all sensors was entered, as shown beltbe t&ale alsc

chapter5.6.3Adding an email notificatian
The content of the email notification configured

Server room status: %¢
CONTROLLER
%5{201001P67{201001}°@66{20100)n
%5{203001P67{203001}\%66{203002)n
SERVER ROOM
%5{107001P66{107002)n
%5{201006P67{201006}°@66{201006)n
%5{201023p67{201023}°@66{201023)n
%5{202009967{202009}9866{202009)n
%5{106009966{106009)n

The content of the sent email

Server room status: 'SYSTEM_NORMAL'
CONTROLLER

‘Onboard Temperature'27.80"°C'normal’
'‘OnboardVoltage DC'12.00"*'normal’
SERVER ROOM

‘Leak under raised floethormal'
'‘Cab_GPD__temp_di23.06'°G'normal’
'‘Cab_GPD__temp_u{24.50°G'normal’
‘Cab _GPD__hurdR7.00'% 'normal’
'‘Cab_GPD__smokeéhormal’
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5.11 Cameras
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SelectCameradrom the vertical menu to view the image capture
from installed cameras. Sele8ystem tre¢o configure the cameras
See chapteb.6.16Adding a camera

The system provides a function of displaying the state of sensot
against the building layout. Selddiap from the vertical menu.
ClickSettingsin the horizontal menu to configure this page.

To maintain the settings after restarting the controller, write ther

88 oweansuns U LVIVAR (61 | _T 1 (.

W FSNA R et o

& e R to nonvolatile memory.

- M messages. —-— r e

1 fventiog. -
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s

A

o Grphs L L

A Reset smoke detecsoes 1 I = e e =TT (R

U Protecences

R Lot upeatec 1223:53 PMJ Nent updatee 122408 PM c-vmmhu—u:xmr ]
5.13 Users

B o e = |+ - o x

« G e

192.1680101/ P users

SelectUsersfrom the vertical menu to manage system users,
create new users, remove users and grant rights.

S Fye = e /A0l GKS wbQ odzid2y Ay G(KS
& Doyospnts & - o
& Logicschamms
ot G

BKT EMSinstallation and configuration instructions for the environmental parameters monitoring sys 53



®
<> BKT
ELEKJROMK www.bkte.pl

Add a new user Enter the user name and password in the pgpwindow and
grant it appropriate right.

Settings Interface Groups
User login user01
Password ssssses
Password (once more) esssces
E-Mail user0l@bkte.pl
Phone +48123456789
[ o
Add a new user On the second tab give the user permission to read and/or write
individual parts of the system.
Settings Interface Groups
Reading rights Writing rights
W full access V' full access
electronic keys electronic keys
comeras comeras
CAN bus CAN bus
virtual devices virtual devices
elements elements
groups aroups
GSM modem GSM modem
system log system log
logic schemes logic schemes
modules modules
E-mail, SNMP, SMS E-mail, SNMP, SMS
outlets and relays outlets and relays
SD card SD card
runtime environment runtime environment
interface appearance interface appearance
[ o]
Add a new user The last tab allows you to grant read and/or write permissions
individual groups of elements defined in chapfe6.2Adding a new
Settings Interface Groups
group.
Reading rights Writing rights
¥ all groups W all groups
servers servers

To maintain the settings after restarting the controller, write the
to non-volatile memory.

o | o |
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5.14 CAN configuration (extension module)

Devices extending the number of analogue porisE321t, binary input ports for potentialree contacts- EE322 and ES340 sensors can be

connected to the controller.

© & 1921681251 - rmoD® W=

Enaio D6CP

CAN configuration

cAn1

Network pane cand
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Made wormal
| Last update time:
Product cocde Description
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Activate the CAN bus. Select PreferefitgsS i sfdmdhe
vertical menu. Check thénable CAMox and cliciSave

SelectCANconfigurationfrom the vertical menu, then click the
Configurebutton and wait approx. 2 minutes until the CAN bus i<
scanned and the device is configured. When the device appear:
the list, click theSavebutton.

Refreshg refresh the list of devices on the bus and their status.
Saveg write CAN settings to newolatile memory.

Configureg search for extension modules on the bus.

Restartc restart the CAN bus.

Following configuration, the extension module and sensors
connected to it will be automatically detected and displayed in tl
system tree. Sele@ystem treérom the vertical menu.

The operating status of the CAN bus is signalled on the controll:
with the CAN indicator light.

CAN is oft the CAN bus has not been activated in the
configuration.

CAN flasheg the CAN bus is active, but there is no communicati
with the extension module.

CAN is omg the CAN bus is active and there is communication wi
the extension module.
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5.15 Graphs
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chart. SelecGraphsrom the vertical menu.

5.16 Reset smoke detectors
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5.17 Preferences (system settings)

5.17.1 Web interface settings

« |+

we | 1BLIGRRION ore

Copprigha BT Btenik £ 2022

www.bkte.pl

T G

> R D & 1921681251/ guphs

Select sensars 10 plot a graph

Sonsar#1

Sensor 13

Seraor s

Display chart for

menu.

Once triggered (smoke detection), the sensors require a manua
restart. This can be done through the controller web interface.
SelectReset smoke detectofiom the vertical menu. Resetting
involves disconnecting the power supply from the sensors for a
seconds. All analogue sensors connected to the device where
smoke is will be disconnected from the power supply for a
moment.

Select NB T $ NB y O FranipeSérticdd henu.
Set the following web interface parameters:
1 Language
time format 12h/24h
automatic refresh rate
temperature unit (Celsius or Fahrenheit degrees)
default start page
activate an acoustic signal via the website when the alarn
areactive

=A =4 =4 -4 -4
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5.17.2 Network settings

o ' ~ 77 select NBF SNBy O $ranithe Seiticad mehu.
9 IP address, subnetwork mask, broadcast, gate, DS
e s oo N enter static network settings.
I HTTP port it determines an access port to the device via
browser (default: 80).

Preferences

s _— 5 1 Enable HTTR&ctivate encrypted connection viabaowser.
— - 1 Enable DHC®activate automatic import of network
o e settings from a DHCP server.
o 1 Enable CAN this function must be checked if extension
v modules are to be used in the system.
|| Saving the settings will restart the controller. Wait until the AC’

LED starts flashing on the controller front panel. Only then the
controller will be available under the new IP address.

5.17.3 LTE modem settings

B o - ~ ... IfanLTE modem is installed in the device, it enabtemection to
RS the Internet. The LTE connection can serve as a failover to Ethe

Preferences

e e e e e e o or as a primary connection. For a remote connection to the EC

v controller via LTE connection, a global static IP address fron
GSM provider is required.
. N : From the vertical menu, select Propertied TE. The menu is on
. o available when the modem is installed.
.
En
Field Description

Enable LTE moder Enables LTE connection
Connect at startup It activates the LTE connection right after starting the controller.
If checked, then LTE connection will be used as primary for all network services.
If unchecked, the connection will only be activated after the Ethernet connection is lost. The Etherne
connection is tested by pinging the DNS server (see chapter 5.17.2 Network Settings). If any of the
servers respond to the ping, the controller catess the Ethernet connection to be active. For this reas
all DNS servers should be in the external network.
APN Access point name GSM provider name
PIN Personal identification nutver if requiredby provider
Authorization type Authorization type defined by GSM provider.
User name User name if required by provider
Password Password if required by provider
Enable Watchdoc Enables checking the LTE connection. If checked, the modem sends a ping to the server défned in
Address or hostname of ping destinatiamth the frequency specified iWatchdog period!' If the
modem does not receive a response within the time specified if\tiatchdog timeout; it recognizes
the LTE connection as broken and will attempt teestablish the LTE connection.
Watchdog period The frequency of checking the connection to the server.
Watchdog timeout Time for a reply from the server.
IP Address or hostname ¢
ping destination
Enable logginc Enable logging of LTE connection status. Use this feature ordglfogging when setting up a connectio
During normal operation, logging should be turned off.
Save log to dist Button to download LTE logs.

The IP address of the server used to test the LTE connection.
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5.17.4 Time settings

.| [Pyr— = [+ - o

i ... . ltispossible to set the device clock time manually and to set
cyclical synchronisation with NTP servers. Seleits T S NB y (
from the vertical menu.

Preferences

[e——

=

5.17.5 Saving of events and measured values on a US8r@g§kcard

In the vertical menu selecBreferencesrLogging>USB Flash Drive
Values read from the sensors and system logs can be saved tc
on a USB distr SD cargbreviously formatted to the FAT32 syster
After installing the USB drive SD cargrou will be able to view its
contents directly from the device's web interface after clicking
OpenContents of the USB Flash Drive.

To save the values read from the sensors on the USB disk, o
Preference->LoggingrSensors tab, select required sensors ¢
specify the measurement intervalhe device can record measure
values from up to 30 sensors.

The values read from the sensors are saved on the USB drive
files.

Direct access path to data on the SD card:
http:/login}:{pass}@192.168.0.101/sdcard/

Direct access path to data on the USB drive:
http:/login}:{pass}@192.168.0.101/usbflash/
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